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This article presents a comprehensive study of algorithmic bargaining within 

dynamic pricing systems, focusing on its usability, challenges, and broader 

market implications. Algorithmic bargaining, increasingly used in industries 

such as e-commerce, retail, and transportation, allows companies to dynamically 

adjust prices based on real-time data, consumer behavior, and market 

conditions. However, its widespread adoption raises significant questions 

regarding fairness, transparency, and regulatory oversight. Drawing on studies 

from fields like game theory, behavioral economics, and data science, this 

research explores the impacts of algorithmic bargaining on both businesses and 

consumers. While machine learning and deep reinforcement learning 

technologies enhance pricing efficiency, they also present risks of consumer 

harm and market manipulation. This paper critically examines the ethical 

implications, regulatory responses, and potential consequences for competition 

and consumer welfare. Through an analysis of existing literature, including case 

studies from various industries, this study provides a balanced evaluation of the 

benefits and drawbacks of algorithmic bargaining, encouraging a deeper 

understanding of its multifaceted role in modern pricing strategies. 
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1. Introduction 

The rapid advancement of technology has significantly transformed pricing strategies in e-

commerce and other digital platforms, with algorithmic pricing systems becoming the norm. 

These systems leverage data-driven algorithms to dynamically adjust prices in real-time based 

on factors like consumer behavior, demand fluctuations, competitor pricing, and inventory levels 

- core components of behavioral economics [1]. While dynamic pricing has proven effective for 

optimizing profits and improving market efficiency, it has also raised ethical concerns regarding 

fairness, transparency, and consumer trust. 

Dynamic pricing has been widely adopted in industries such as retail, travel, hospitality, 

and entertainment [2], with companies like Amazon and Uber using these systems to tailor 

prices based on demand predictions. However, the unpredictable and opaque nature of real-time 

price changes has led to skepticism among consumers, sparking discussions about the potential 

biases these systems may introduce, especially in regard to disadvantaging certain consumer 

groups [3]. 
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Despite the efficiency of dynamic pricing, these systems typically operate in a one-sided 

manner, where prices are set by the seller’s algorithm with little to no consumer input [4]. This 

has given rise to the concept of algorithmic bargaining, an emerging paradigm that allows 

consumers to actively participate in price negotiations within parameters set by the seller's 

algorithm. Rather than passively accepting price fluctuations, consumers are empowered to 

engage with pricing systems, fostering a more personalized and interactive shopping experience. 

Algorithmic bargaining represents a shift toward a more collaborative approach to price setting, 

offering a potential solution to some of the limitations of current dynamic pricing models. 

However, the implementation of algorithmic bargaining raises important questions about 

usability, fairness, and consumer satisfaction, which remain largely unexplored. There are also 

significant technical and economic challenges to consider, such as balancing flexibility with 

profitability and maintaining consumer trust in the bargaining process. 

This research aims to address these gaps by exploring the usability and market implications 

of algorithmic bargaining within dynamic pricing systems. By reviewing existing literature and 

analyzing the challenges of integrating bargaining capabilities into digital pricing systems, this 

study seeks to provide insights into whether algorithmic bargaining can enhance transparency, 

consumer engagement, and fairness in the digital marketplace. 

2. Evolution of Dynamic Pricing Systems 

In the early days, dynamic pricing was a relatively simple concept. Merchants would adjust 

their prices based on factors such as the time of day, the customer's perceived bargaining power, 

and the availability of competing products. This informal approach laid the groundwork for the 

more structured and data-driven systems that emerged later. 

The advent of the digital age marked a significant turning point in the evolution of dynamic 

pricing. Airlines [4] and hotels were among the first industries to adopt dynamic pricing 

strategies, leveraging computer systems to analyze demand patterns and adjust prices 

accordingly. This early adoption demonstrated the potential of dynamic pricing to optimize 

revenue and improve operational efficiency. 

As technology continued to advance, dynamic pricing systems became increasingly 

sophisticated. The development of advanced algorithms and data mining techniques enabled 

businesses to make more accurate and timely price adjustments. These innovations allowed for a 

deeper understanding of customer behavior, market trends, and competitive dynamics. 

In recent years, the integration of artificial intelligence (AI) and machine learning has further 

revolutionized dynamic pricing. AI-powered algorithms can analyze vast amounts of data to 

identify patterns and trends that may be difficult for humans to detect. Additionally, machine 

learning models can continuously learn and adapt to changing market conditions, improving the 

accuracy and effectiveness of pricing decisions. 



Algorithmic Bargaining: a Dynamic Pricing Model for Products and Services Across Online Platforms 

75 

 

Fig. 1 The online reinforcement learning based dynamic pricing loop [5] 

Despite its benefits, dynamic pricing has faced several challenges. One major concern is the 

potential for price discrimination, where customers are charged different prices based on their 

perceived ability to pay. This practice can lead to negative consumer sentiment and may attract 

regulatory scrutiny. In addition, the complexity of implementing dynamic pricing systems can 

be a barrier for businesses, as they require substantial investments in technology and data 

expertise. Moreover, the quality and availability of data are critical - flawed or incomplete data 

can lead to suboptimal pricing decisions, resulting in either lost revenue or dissatisfied 

customers. Another challenge is that dynamic pricing systems often fail to fully account for 

external factors like macroeconomic conditions or unforeseen competitive pressures, which can 

dramatically alter demand. 

As dynamic pricing continues to evolve, the integration of advanced technologies like the 

Internet of Things (IoT) and blockchain is poised to usher in a new era of algorithmic bargaining. 

This paradigm shift enables real-time, decentralized pricing adjustments that consider a wider 

array of factors such as inventory levels, customer preferences [2], and social media sentiment. 

By allowing consumers to actively negotiate prices [6], algorithmic bargaining mirrors traditional 

haggling practices, enhancing consumer engagement and addressing concerns related to price 

discrimination. This innovative approach not only empowers buyers but also fosters a more 

transparent and interactive marketplace, ultimately redefining the dynamics of pricing strategies 

in the digital commerce landscape. 

3. Algorithmic Bargaining: A New Paradigm 

Algorithmic bargaining introduces a novel approach to pricing, blending the flexibility of 

traditional haggling with modern AI-driven algorithms. While dynamic pricing typically uses 

automated systems to adjust prices based on predefined data points such as supply, demand, 

and historical trends, algorithmic bargaining adds a real-time, interactive component. This shift 

enables customers to engage directly in price negotiations, similar to the informal bargaining that 

is common in traditional marketplaces, particularly in Asia and other regions where haggling is 

embedded in the culture. However, this model is not without its complexities and potential 

drawbacks, both from a consumer and business perspective. 
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One of the significant advantages of algorithmic bargaining is its ability to enhance customer 

engagement. By allowing buyers to negotiate prices, the system can offer a more personalized 

and potentially more satisfying experience. This participatory aspect mirrors the experience of 

in-person bargaining, where both the buyer and seller work to reach a mutually agreeable price. 

AI algorithms are able to analyze consumer data, such as purchase history, browsing patterns, 

and even real-time behavior offering counteroffers within defined thresholds, much like a 

human negotiator. This interactivity can lead to better customer satisfaction and may foster a 

sense of empowerment, as consumers feel they have more control over their purchasing 

decisions [6]. 

However, not all consumers may embrace this new model. For many, the fixed pricing of 

traditional e-commerce provides simplicity and clarity, eliminating the perceived hassle of 

negotiations. Algorithmic bargaining may be seen as time-consuming or even manipulative by 

some, especially in cultures where fixed pricing is the norm and haggling is viewed as 

uncomfortable or undesirable [7]. Moreover, customers might fear that businesses are using 

algorithms to artificially inflate the initial prices before offering "discounts" through negotiation, 

which could generate mistrust. Balancing consumer trust with interactive pricing systems will be 

critical for the widespread acceptance of algorithmic bargaining. 

From a business perspective, the implementation of algorithmic bargaining systems is far 

more complex than traditional dynamic pricing. It requires not only the development of 

sophisticated AI models capable of real-time negotiation but also the integration of vast amounts 

of data, including customer behavior, market conditions, and inventory levels. The practicality of 

this system may also be questioned. Will customers negotiate every transaction? Or will 

algorithmic bargaining be limited to certain industries or high-ticket items where negotiation is 

traditionally more accepted, such as automobiles or luxury goods? For businesses, the added 

complexity may require significant investments in technology and expertise, which could limit 

its feasibility for smaller companies or those with tight profit margins [2]. 

Furthermore, algorithmic bargaining raises important questions about its broader 

applicability. While it may work well in industries where negotiation is already a norm, its 

adoption in industries where fixed pricing is expected may meet resistance. How businesses 

implement this model? Whether as an optional feature or the default system? Will play a crucial 

role in its success? As a result, algorithmic bargaining may not completely replace traditional 

pricing models but could instead complement them, giving businesses more flexibility to adapt 

to diverse customer preferences. 

The success of algorithmic bargaining will also depend on its ability to address some of the 

inherent challenges faced by dynamic pricing systems. For instance, external factors such as 

macroeconomic conditions, competitive pressures, or sudden market shifts may still impact 

pricing models in unpredictable ways. AI models that power algorithmic bargaining must be 

able to adjust quickly to these conditions, ensuring that businesses can remain competitive while 

still providing fair and engaging pricing structures to their customers. 

In conclusion, while algorithmic bargaining represents a new frontier in dynamic pricing, it 

remains an experimental concept. Its success will depend not only on technological 

advancements but also on consumer acceptance and practical implementation strategies. As this 

paradigm evolves, businesses must carefully consider how to integrate it into their pricing 

models, balancing the benefits of increased customer engagement with the potential risks of 
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complexity and consumer skepticism. Algorithmic bargaining could redefine the future of e-

commerce by merging the best of human negotiation and AI-driven efficiency, but its practical 

feasibility remains to be fully explored. 

Transitioning from the conceptual framework of algorithmic bargaining, it is essential to 

understand the technological underpinnings that enable this shift. The following sections delves 

into the AI technologies, machine learning algorithms and real-time data analytics that serve as 

the foundation for this innovative approach to pricing. 

4. Technological Foundations of Algorithmic Bargaining 

Algorithmic bargaining leverages AI and machine learning to create a dynamic and 

interactive pricing experience. This section details the underlying technological mechanisms that 

enable real-time negotiations between the system and consumers. 

The process begins with data collection. Utilizing various tracking mechanisms, including 

cookies, the algorithm gathers comprehensive user information, such as browsing history, 

purchase patterns, and other relevant data points. This data is crucial for understanding 

individual consumer preferences and estimating their willingness to pay. While the term 

"purchasing power parity" (PPP) is sometimes used colloquially, it's more accurate to describe 

this as estimating a customer's specific valuation of a product or service based on their revealed 

preferences. 

Based on this gathered information, along with current market conditions (e.g., competitor 

pricing, demand fluctuations), the algorithm establishes an initial price. This leverages similar 

dynamic pricing principles discussed earlier, but incorporates individualized insights derived 

from user data. Crucially, a predetermined minimum price, known as the cost price (CP), is 

established to safeguard against losses for the seller. In addition, a marked price (MP), typically 

representing the standard or list price, can also be defined. 

The core innovation of algorithmic bargaining lies in its interactive nature. This "interactive 

bargaining" component allows consumers to submit bids in real-time, engaging in a dynamic 

negotiation with the system's AI agent. 

The AI agent, trained using machine learning, particularly reinforcement learning 

techniques, evaluates user bids against predefined business targets and profit margins. Initially, 

the algorithm is likely to decline most customer offers to maintain profitability. However, the 

system is designed to strategically accept certain bids, even those below the CP in specific 

instances. This "reward" scenario, where a customer receives a price significantly below market 

value, creates a positive reinforcement loop, encouraging repeat engagement and promoting 

organic word-of-mouth advertising. This principle is supported by research in behavioral 

economics and studies on reward-driven behavior, such as the "Monkey Paper" [8], which 

demonstrates the powerful influence of rewards on decision-making, even in the face of 

potentially suboptimal outcomes. By offering occasional deep discounts, businesses can tap into 

this reward mechanism, fostering customer loyalty and driving traffic to their platform. 

The system's decision-making process utilizes a probabilistic approach with adjustable 

parameters to determine the offered price. The algorithm doesn't choose prices entirely 

randomly but uses predefined frequencies to manage the distribution of offers. For example, a 

business might configure the following frequency distribution where CP is cost price of product 

and MP is Marked Price of product: 
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𝑃𝑟𝑖𝑐𝑒 >  𝑀𝑃 ∶  5% (Offer prices above the marked price rarely to maintain perceived value) 

𝐶𝑃 <  𝑃𝑟𝑖𝑐𝑒 <  𝑀𝑃 ∶  90% (Rarely prices above the MP rarely to maintain perceived value) 

𝑃𝑟𝑖𝑐𝑒 <  𝐶𝑃 ∶  5% (Occasionally accepts price below CP as a "reward" to stimulate 

engagement) 

These percentages are customizable, allowing businesses to control the frequency and 

magnitude of rewards. This asynchronous, probabilistic approach, combined with controlled 

price frequencies, adds an element of chance and strategy to the bargaining process, enhancing 

the user experience by creating the perception of "winning" a deal. When a user's bid aligns with 

the criteria for a reward price, the system congratulates them, triggering a dopamine release that 

reinforces positive associations with the platform and encourages future interactions. 

While complex, this system strives to balance profitability with user engagement, creating a 

dynamic and personalized shopping experience. Further research and real-world 

implementation are needed to fully understand the long-term implications and efficacy of this 

novel pricing paradigm. 

 

Fig. 2 Flowchart depicting the Algorithmic Bargaining Process. The flowchart should                                                               

visualize the steps described above, from data collection to price determination, user interaction,                                                 

and the reward mechanism, incorporating the MP and price frequency logic. 



Algorithmic Bargaining: a Dynamic Pricing Model for Products and Services Across Online Platforms 

79 

 1. import random 

 2.  

 3. def bargain(bid, cost, marked): 

 4. """Algorithmic bargaining with probabilistic pricing.""" 

 5. frequencies = { # Chances for each price range 

 6. "above_marked": 0.05, # 5% chance of price > marked price 

 7. "within_range": 0.90, # 90% chance of cost < price < marked 

 8. "below_cost": 0.05 # 5% chance of price < cost (reward) 

 9. } 

10.  

11. rand_num = random.random() 

12. if rand_num < frequencies["above_marked"]: 

13. price = marked * (1 + random.uniform(0.05, 0.2)) # Add 5-20% 

14. elif rand_num < frequencies["above_marked"] + frequencies["within_range"]: 

15. price = random.uniform(cost, marked) 

16. else: 

17. price = cost * (1 - random.uniform(0.05, 0.15)) # Subtract 5-15% 

18.  

19. accepted = bid >= price 

20. return price, accepted 

Fig. 3 Python code demonstrating algorithmic bargaining. The function bargain() simulates a negotiation, taking the 

user's bid (bid), the seller's minimum price (cost), and the marked price (marked) as input. It returns the algorithmically 

determined price (price) and whether the bid was accepted (accepted). Price frequencies are controlled by the 

frequencies dictionary, allowing occasional reward pricing below cost. 

5. Bargaining in E-Commerce: Usability and Implementation 

The integration of bargaining mechanisms into e-commerce platforms marks a notable 

evolution from traditional fixed-price models, merging dynamic pricing with heightened 

consumer interaction. While the potential for enhanced user engagement and revenue 

optimization is clear, implementing such systems entails addressing significant technical, 

operational, and ethical challenges. 

Bargaining systems rely heavily on their usability [9], which is rooted in offering interactive 

and customized experiences for consumers. Unlike static pricing approaches, these mechanisms 

adapt dynamically to user behavior, preferences, and inferred purchasing power. This 

adaptability begins with robust data collection and analysis. By leveraging digital footprints such 

as browsing histories, prior purchase records, demographic information, and inferred behavioral 

patterns, the system tailors price negotiations to individual users. This personalization fosters 

inclusivity and encourages users to perceive the process as equitable and responsive to their 

needs. 

At the heart of implementation lies the bargaining algorithm, an intricate component that 

integrates data analytics, pricing strategies, and real-time decision-making processes. These 
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algorithms gather initial inputs through tools such as cookies, user profiles, and session tracking. 

Based on this data, they generate initial price ranges and continuously adjust negotiation 

strategies. Advanced pricing models, often employing machine learning techniques [10] like 

regression analysis and reinforcement learning, refine the system’s responses to optimize 

profitability while maintaining user satisfaction. 

Predictive analytics plays a pivotal role in enabling the system to anticipate user behavior 

and adapt to market dynamics. By analyzing factors such as competitor pricing, seasonal trends, 

and inventory levels, the algorithm dynamically adjusts its negotiation parameters to stay 

competitive and relevant [11]. However, ensuring such adjustments align with the platform’s 

overarching goals and customer expectations requires constant fine-tuning and monitoring. 

The user interface is a cornerstone of effective bargaining systems, as it mediates the 

interaction between users and the underlying algorithms. To foster engagement, interfaces may 

include conversational negotiation tools, chatbots, or gamified pricing models. For example, a 

chatbot interface that simulates human-like negotiation behavior can create an immersive 

experience. However, transparency and clarity are essential to avoid user confusion or mistrust. 

Interfaces must clearly outline negotiation rules, such as minimum acceptable prices and 

maximum discounts, to maintain a fair and informed interaction. Providing users with insights 

into how prices are determined can further enhance trust and satisfaction. 

Backend integration is another critical aspect of implementation. E-commerce platforms 

must ensure that their bargaining systems seamlessly connect with payment gateways, 

inventory management systems, and customer support tools. For example, when a customer 

successfully negotiates a price, the system should immediately update backend records and 

reflect the changes in the user’s checkout process. Such synchronization minimizes friction and 

ensures a seamless shopping experience. 

Despite their potential, bargaining systems face several challenges that necessitate careful 

consideration. Scalability is a primary concern, as platforms must manage high volumes of 

concurrent negotiations without compromising performance or user experience. Additionally, 

fairness is an essential consideration. Algorithms must avoid discriminatory pricing practices 

that could alienate or disadvantage specific user groups [12]. To address these concerns, regular 

audits and algorithmic adjustments are necessary to ensure equitable treatment across a diverse 

user base. 

Privacy concerns also loom large in the implementation of bargaining systems. As these 

systems depend on extensive data collection and analysis, adherence to data protection 

regulations such as the GDPR is imperative. Platforms must clearly communicate data usage 

policies to users and provide mechanisms for data control and opt-outs. 

The integration of bargaining mechanisms into e-commerce platforms represents a 

significant advancement, blending dynamic pricing with interactive and personalized customer 

experiences. While the potential benefits are vast, their realization depends on strategic 

implementation, robust system design, and a commitment to addressing technical, ethical, and 

regulatory challenges. These considerations underscore the need for a balanced approach that 

prioritizes both operational efficiency and user trust. 
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6. Consumer Experience and Behavioral Responses 

In the evolving landscape of online commerce, algorithmic bargaining introduces a novel 

dimension to consumer interaction, setting it apart from both static and dynamic pricing 

systems. Consumer responses to this approach are likely to be complex and influenced by a 

variety of factors, contrasting significantly with reactions to traditional pricing models. The 

interactive nature of bargaining creates an opportunity for personalized engagement that goes 

beyond the predictability of static prices or the opacity of dynamic pricing. 

A key factor influencing consumer experience is the perceived fairness of the bargaining 

process. Consumers are highly sensitive to the transparency and perceived legitimacy of pricing 

mechanisms [13]. The effectiveness of algorithmic bargaining is substantially mediated by its 

ability to communicate computational logic clearly, fostering trust through simplified 

explanations of pricing decisions. When platforms successfully establish this transparency, they 

mitigate potential negative perceptions that might arise from seemingly arbitrary price 

adjustments. 

The psychological dimensions of algorithmic bargaining reveal intricate motivational 

responses. By involving consumers directly in the pricing process, these systems transform 

purchasing from a unilateral transaction to a collaborative engagement. This approach appeals to 

consumers' intrinsic desire for agency, allowing them to feel a sense of control and participation 

that traditional pricing models cannot provide [14]. The interactive nature triggers positive 

emotional responses, potentially enhancing satisfaction and encouraging repeat engagement. 

Cultural contexts significantly shape consumer receptivity to bargaining mechanisms. In 

markets where haggling is culturally prevalent, consumers may readily embrace algorithmic 

bargaining, while regions accustomed to fixed pricing might initially approach such systems 

with skepticism. This variability underscores the importance of contextual design and 

personalized negotiation strategies that can accommodate diverse consumer expectations and 

psychological needs. 

The complexity of consumer behavioral responses is further nuanced by individual factors 

such as risk tolerance, digital literacy, and technological exposure. Younger, more 

technologically integrated demographics tend to exhibit greater comfort with innovative pricing 

mechanisms, whereas traditional consumer segments may approach these systems more 

cautiously. This differential response highlights the need for adaptive implementation strategies 

that can bridge technological innovation with user comfort. 

From a psychological perspective, algorithmic bargaining taps into fundamental reward-

seeking behaviors. The process of negotiation and potential achievement of a favorable outcome 

triggers positive emotional responses like satisfaction and excitement. By integrating principles 

of variable rewards, these systems can sustain consumer interest and create a more engaging 

transactional experience that goes beyond mere price determination. 

Empirical observations suggest that the success of algorithmic bargaining hinges on its 

ability to balance technological sophistication with user-centric design. Platforms must carefully 

consider interface design, communication strategies, and the underlying computational logic to 

create systems that feel both fair and accessible. The interplay between technological capability 

and human perception becomes crucial in determining the ultimate effectiveness of these 

innovative pricing approaches. 
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7. Challenges and Ethical Considerations 

Algorithmic bargaining presents a multifaceted array of ethical challenges, particularly 

concerning fairness, transparency, accessibility, and privacy in pricing practices. Fairness 

remains a cornerstone concern, as algorithms, while ostensibly neutral, risk perpetuating societal 

biases embedded within their training data. Historical pricing patterns reflecting discriminatory 

practices may inadvertently be replicated or amplified by these algorithms, exacerbating existing 

inequities. Addressing this requires meticulous data curation, ongoing monitoring, and embed-

ding fairness constraints into the algorithms themselves. Moreover, understanding the diverse 

perceptions of fairness across consumer groups is crucial for fostering trust and equity. Clear 

metrics for assessing fairness, coupled with mechanisms for redress in cases of unjust outcomes, 

are essential to ensure responsible implementation [3]. 

Transparency in algorithmic pricing is critical for ethical operations and consumer trust. 

However, the complexity of machine learning models often renders their decision-making pro-

cesses opaque, raising concerns about manipulation and exploitation. Simplifying explanations 

of algorithmic logic, allowing users to simulate pricing scenarios, or developing standardized 

frameworks for algorithmic transparency can alleviate consumer anxieties. At the same time, the 

challenge of safeguarding proprietary information while maintaining sufficient transparency 

highlights a delicate balance. Platforms must navigate this tension carefully, ensuring that disclo-

sures promote understanding without inviting manipulation or undermining competitive 

advantages. 

Accessibility is another significant concern, as complex pricing mechanisms can disproporti-

onately disadvantage consumers with limited digital literacy or access to advanced technologies. 

Intuitive and inclusive interfaces that adapt to varying user needs are paramount [9]. This may 

include text-based, voice-based, or visual interaction options, adherence to accessibility guidelines, 

and compatibility with assistive technologies. Designing with inclusivity in mind ensures that 

the benefits of algorithmic bargaining are equitably distributed across diverse user demographics. 

Privacy considerations are particularly salient in algorithmic bargaining, which depends on 

extensive data collection to personalize pricing. Consumers must be afforded control over their 

data, with clear explanations of its collection, usage, and storage. Robust consent mechanisms, 

stringent data security practices, and transparency in data governance are vital to maintaining 

trust. Techniques like federated learning and other privacy-preserving methods offer promising 

pathways for balancing data utility with privacy. Ultimately, platforms must reconcile the 

tension between personalization and privacy by prioritizing consumer autonomy while 

sustaining the operational effectiveness of dynamic pricing models. 

Algorithmic manipulation presents a subtle yet profound ethical challenge. Sophisticated 

systems designed to optimize outcomes may exploit psychological vulnerabilities [1], blurring 

the line between personalization and predatory pricing practices. Protecting consumers from 

such exploitation necessitates vigilant oversight of algorithmic design and implementation [15]. 

Interdisciplinary collaborations involving technologists, ethicists, and regulatory authorities are 

vital to developing robust frameworks that safeguard consumer interests while enabling 

technological innovation. The evolving regulatory landscape further compounds these 

challenges, requiring adaptive legal frameworks that reconcile consumer protections with the 

dynamic nature of algorithmic advancements. Balancing these considerations is essential for 

fostering an equitable and ethical algorithmic bargaining ecosystem. 
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8. Regulatory and Market Implications 

The implementation of algorithmic bargaining introduces significant regulatory challenges, 

necessitating a reevaluation of existing legal frameworks for digital marketplaces. Regulatory 

bodies face the intricate task of aligning policies with rapidly evolving technological mechanisms 

that underpin dynamic pricing systems. The adaptive nature of these algorithms, which learn 

from real-time data and evolve continuously, calls for regulatory approaches that are both 

flexible and responsive to innovation. Policymakers must possess a nuanced understanding of 

these technologies to anticipate potential risks and address their implications on market 

dynamics effectively. Developing agile and robust regulatory structures capable of adapting to 

unforeseen technological advancements is critical for balancing innovation with consumer 

protection. 

The widespread adoption of algorithmic bargaining has profound implications for 

competitive market dynamics. These systems provide platforms with significant competitive 

advantages by enhancing pricing flexibility, fostering personalized consumer engagement, and 

enabling real-time responses to market fluctuations [7]. The ability to implement data-driven, 

targeted pricing strategies allows platforms to optimize revenue generation and differentiate 

themselves in increasingly competitive markets. However, this raises concerns about the 

potential consolidation of market power among larger players with greater access to data and 

advanced computational resources [11]. Smaller platforms and new entrants may find it 

challenging to compete, exacerbating existing market inequalities. Investigating the long-term 

effects of algorithmic bargaining on market concentration is essential for ensuring a competitive 

and inclusive marketplace. 

Antitrust considerations play a pivotal role in the regulatory discourse surrounding 

algorithmic bargaining [16]. The sophisticated nature of these technologies creates opportunities 

for anti-competitive practices, such as implicit collusion or market manipulation, even without 

direct human intervention. Algorithms may inadvertently coordinate pricing strategies, 

effectively fixing prices across competing platforms. Detecting and mitigating such behaviors 

require advanced computational forensic capabilities and stringent regulatory oversight. 

Crafting clear guidelines that distinguish between legitimate dynamic pricing practices and anti-

competitive manipulations is vital to maintaining the integrity of open markets while fostering 

innovation. 

Market entry barriers are another critical consideration in the context of algorithmic 

bargaining. The deployment of advanced pricing algorithms often requires substantial financial 

and technical resources [4], potentially creating a technological divide between established 

platforms and smaller players. This disparity risks the formation of oligopolistic market 

structures where dominant platforms monopolize the benefits of algorithmic bargaining. 

Regulatory interventions, such as promoting open-source algorithmic tools or establishing 

equitable data-sharing initiatives, may be necessary to mitigate these disparities and ensure fair 

competition. Such measures can empower smaller platforms, enabling them to compete 

effectively in a landscape increasingly shaped by sophisticated pricing mechanisms. 

Data governance and privacy concerns are central to the regulatory challenges of 

algorithmic bargaining. The extensive reliance on consumer data for personalized pricing 

necessitates robust legal frameworks that prioritize transparency and user control. Regulatory 

approaches must ensure that platforms implement clear and accessible data collection practices, 
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secure informed consent from users, and establish accountability mechanisms for breaches or 

misuse. The cross-border nature of many digital platforms further complicates data governance, 

requiring international cooperation to harmonize privacy regulations and establish consistent 

standards. The exploration of privacy-preserving technologies, such as federated learning, 

represents a promising avenue for reconciling innovation with consumer autonomy in 

algorithmic bargaining. 

Economic policy frameworks must adapt to the complexities introduced by algorithmic 

bargaining. Traditional models based on fixed or predictable pricing fail to capture the dynamic 

and personalized nature of these systems. Policymakers must develop innovative analytical tools 

to assess the impact of algorithmic pricing on consumer welfare, market behavior, and overall 

economic stability. Interdisciplinary collaboration among economists, computer scientists, and 

legal scholars is essential for bridging the gap between technological advancements and policy 

considerations. The potential for algorithmic pricing to exacerbate economic inequalities further 

underscores the importance of equitable policy interventions that promote access to goods and 

services across diverse demographic groups. 

The global nature of digital marketplaces adds a layer of complexity to the regulatory 

landscape. Platforms operating across multiple jurisdictions face varying legal standards for 

dynamic pricing and data privacy. Achieving international regulatory harmonization is crucial 

for fostering innovation while ensuring consistent consumer protection. Collaborative efforts 

among regulatory bodies, industry stakeholders, and consumer advocacy groups are essential 

for developing common standards and best practices. Establishing cross-border dialogue and 

knowledge-sharing mechanisms can facilitate the creation of a stable and predictable global 

regulatory framework for algorithmic bargaining systems. This global approach is essential to 

addressing the multifaceted challenges posed by the adoption of algorithmic pricing on a 

transnational scale. 

9. Comparative Case Studies 

Existing literature offers limited empirical evidence on real-world implementations of 

algorithmic bargaining, especially concerning how consumers react to and engage with these 

systems. However, we can analyze related examples of dynamic pricing and algorithmic 

decision-making to draw comparisons and infer potential implications. Consider the ride-

sharing platform Uber, which utilizes a dynamic pricing model based on real-time supply and 

demand. While not strictly bargaining, this algorithmic system adjusts prices based on passenger 

behavior, such as surge pricing during peak hours or events. Passengers, aware of this 

mechanism, may strategically alter their behavior, delaying trips or seeking alternative 

transportation, which mirrors the strategic avoidance observed in. This dynamic interaction, 

although driven by fluctuating market conditions rather than explicit bargaining, demonstrates 

consumers' capacity to respond strategically to algorithmic pricing mechanisms. Similarly, e-

commerce platforms like Amazon use algorithms to personalize product recommendations and 

potentially adjust pricing based on browsing history and purchase patterns. Although the exact 

workings of these algorithms remain opaque, consumers may perceive them as personalized 

negotiations, influencing their purchasing decisions. 

Further insights can be drawn from research on consumer reactions to algorithmic decision-

making in other contexts [15] demonstrate that consumers react less positively to favorable 

decisions (e.g., loan approvals) made by algorithms compared to humans, while the difference is 
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mitigated for unfavorable decisions. This suggests that in bargaining scenarios, a perceived lack 

of human involvement might negatively affect consumer satisfaction, especially when offered a 

less advantageous deal by the algorithm which highlights the potential role of social preferences 

in algorithmic bargaining, suggesting that consumers might be more receptive to algorithmic 

offers if they perceive a social benefit or a reduced sense of direct exploitation by a non-human 

entity. 

Finally, the increasing use of AI-powered chatbots for customer service and support opens a 

new avenue for exploring algorithmic bargaining in real-world settings. These chatbots, often 

designed to mimic human conversation, could be programmed to negotiate prices or offer 

personalized deals based on customer interactions. This could potentially provide a more 

engaging and interactive bargaining experience, potentially mitigating some of the negative 

perceptions associated with impersonal algorithms. However, the potential for manipulation 

and the ethical implications of such systems must be carefully considered. 

10. Future Directions in Algorithmic Bargaining 

The progression of algorithmic bargaining is closely tied to advancements in technology and 

interdisciplinary research, presenting numerous avenues for future development. Blockchain 

technology emerges as a transformative tool for enhancing transparency and trust in dynamic 

pricing mechanisms. With its decentralized and immutable architecture, blockchain can address 

long-standing concerns about pricing opacity and manipulation. By creating verifiable 

transaction records, blockchain fosters consumer confidence and ensures accountability in 

algorithmic processes. This technology could enable innovative applications, such as smart 

contracts that automatically execute transactions based on negotiated prices, driving both 

fairness and efficiency. Future research must address the challenges of integrating blockchain 

with algorithmic bargaining systems, focusing on scalability, security, and regulatory 

compliance to guide its adoption in e-commerce and beyond.  

Advanced machine learning algorithms are poised to redefine algorithmic bargaining by 

enabling highly personalized and adaptive pricing strategies. Techniques such as neural 

networks and deep learning models can analyze complex relationships between user behavior, 

market dynamics, and pricing strategies. These models facilitate near-instantaneous pricing 

adjustments that anticipate consumer preferences with unprecedented precision, enhancing user 

experience and platform revenues. However, the sophistication of these systems necessitates 

research into interpretability and fairness, as concerns over algorithmic bias and explainability 

grow. The development of transparent machine learning models and methods for bias 

mitigation will be critical for fostering trust in these systems. Reinforcement learning presents 

another promising avenue, optimizing bargaining strategies in dynamic market environments 

and offering robust, real-time adaptability.  

The continued evolution of algorithmic bargaining aligns with Moore's Law, which predicts 

exponential growth in computational power. This trend enables the processing of vast datasets 

with minimal latency, incorporating multidimensional consumer insights and real-time market 

data into pricing models. As computational barriers diminish, the scalability and efficiency of 

these systems will increase, fostering broader adoption across industries. Research focusing on 

the scalability of algorithmic bargaining systems, particularly in high-volume environments, is 

essential for maintaining robust performance. Additionally, exploring edge computing could 
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enhance the responsiveness and efficiency of these systems, enabling faster decision-making at 

the point of interaction.  

The potential applications of algorithmic bargaining extend far beyond e-commerce, with 

significant opportunities in service industries, financial markets, real estate, insurance, and global 

trading platforms. Each of these sectors presents unique challenges that require tailored 

algorithmic solutions and regulatory frameworks. For instance, in financial markets, algorithms 

must comply with stringent transparency and fairness requirements while addressing systemic 

risks and potential manipulation. As the scope of adoption widens, research must address the 

specific technical and ethical considerations for implementing these systems in diverse contexts, 

ensuring their adaptability and reliability.  

Interdisciplinary research will play a pivotal role in addressing the broader implications of 

algorithmic bargaining. Collaboration between computer scientists, economists, psychologists, 

and legal scholars is essential for developing pricing mechanisms that are efficient, ethical, and 

culturally sensitive. Understanding the psychological effects of algorithmic bargaining on 

consumer behavior and addressing potential exploitation are key research priorities. 

Additionally, investigating cultural variations in consumer perceptions and acceptance of 

bargaining practices will be crucial for designing globally applicable solutions.  

Frontier technologies, including artificial intelligence and quantum computing, hold 

immense promise for the future of algorithmic bargaining. Quantum algorithms, for example, 

could revolutionize dynamic pricing by enabling the simultaneous evaluation of numerous 

pricing scenarios, leading to unprecedented levels of responsiveness and precision. Integration of 

real-time global economic indicators, geopolitical developments, and instantaneous market 

sentiment analysis could elevate these systems into sophisticated economic interaction platforms. 

Research exploring the feasibility and scalability of quantum computing in pricing optimization, 

as well as its ability to process diverse data sources, remains in its infancy but is critical for 

advancing this field.  

The trajectory of algorithmic bargaining will be shaped by the convergence of technological 

advancements and interdisciplinary insights. By leveraging blockchain for trust, machine 

learning for adaptability, and computational advancements under Moore’s Law, these systems 

will redefine dynamic pricing practices across industries, paving the way for innovative and 

responsible implementations.  

11. Conclusion 

This research examined the innovative paradigm of algorithmic bargaining within dynamic 

pricing systems, focusing on its usability, technological underpinnings, consumer experiences, 

ethical challenges, and market implications. Algorithmic bargaining, characterized by interactive 

negotiation capabilities, demonstrates potential to revolutionize customer engagement and tailor 

online shopping experiences. However, it also introduces complexities including the technical 

intricacies of real-time algorithm deployment, challenges in achieving fairness and transparency, 

privacy considerations, and the uncertainties of regulatory frameworks. These issues necessitate 

a comprehensive and multidisciplinary approach to implementation and oversight. 

Key findings underscore the criticality of transparency in pricing mechanisms to foster 

consumer trust and diminish perceptions of exploitation. Equally important is the development 

of user-friendly interfaces that enable inclusive participation across diverse consumer groups, 
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mitigating risks of digital exclusion. Ethical concerns, particularly regarding discriminatory 

pricing practices, demand the establishment of robust guidelines alongside adaptive regulatory 

frameworks. Furthermore, the success of these systems depends on iterative algorithmic 

refinement to adapt to dynamic market behaviors and minimize biases embedded within data 

sources. 

Empirical analyses and comparative evaluations of existing dynamic pricing models, 

though distinct from algorithmic bargaining, provided valuable contextual insights. These 

studies emphasized the importance of culturally attuned and personalized approaches to pricing 

strategies, highlighting variations in consumer expectations and market behaviors across global 

contexts. 

Future research should prioritize the integration of emerging technologies such as 

blockchain to bolster transparency and enhance trust in algorithmic systems. The development 

of sophisticated machine learning techniques for more nuanced and ethical personalization of 

pricing strategies presents a promising avenue. Additionally, expanding the scope of algorithmic 

bargaining to sectors beyond e-commerce such as healthcare, transportation, and utilities could 

offer transformative societal benefits. Addressing these challenges requires collaborative efforts 

among technologists, economists, legal scholars, and behavioral scientists to navigate the 

intersection of technical innovation and societal impact.  

As algorithmic bargaining matures, its responsible deployment will necessitate a balanced 

approach that aligns technological innovation with ethical imperatives. The continuous 

engagement of industry stakeholders, regulatory bodies, and consumer advocates will be vital to 

establishing a fair and equitable digital marketplace. Through such a collaborative and adaptive 

framework, algorithmic bargaining has the potential to reshape dynamic pricing paradigms 

while safeguarding consumer welfare and trust. 
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Artificial Intelligence (AI) models are increasingly pivotal in enabling 

face recognition across various fields, from educational and research 

settings to public spaces. Effective deployment of these models requires 

high-performance hardware, such as RTX graphics cards or embedded 

edge devices like Nvidia's AGX Orin and Jetson Nano. This paper pre-

sents a comprehensive benchmarking study comparing the performance 

of these two devices, representing high and low-power edge computing 

options, using two face recognition models: ResNet and MobileNet. 

The benchmarking process assesses each model across two different 

input sizes deployed on both devices with varied configurations, inclu-

ding CPU thread allocation and GPU power distribution within contai-

nerized environments. Performance metrics such as inference time, GPU 

utilization, memory usage, and CPU load are analyzed to determine 

each device's suitability and efficiency. Additionally, model-specific 

parameters, including FLOPS, parameter count, and memory footprint, 

are examined to provide for an in-depth comparison. This paper pre-

sents detailed results and analyses of these performance indicators. 

Keywords: 

Benchmarking, 

 Embedded Edge Device, 

 Face Recognition, 

 ResNet, MobileNet 

 

 

I. Introduction 

Face recognition technology, driven by advancements in artificial intelligence (AI), has 

become essential in numerous applications, including public safety, education, and retail. With 

the increasing demand for real-time, low-latency processing, deploying AI models on embedded 

edge devices has emerged as a viable solution, offering benefits like localized data processing 

and reduced dependency on cloud infrastructure. Among edge computing solutions, NVIDIA’s 

Jetson series provides popular choices such as the Jetson AGX Orin [5] and Jetson Nano [6], each 

representing different power and performance spectrum ends. As Table 1 shows, the AGX Orin, 

with its high computational capabilities, is designed for intensive AI tasks, while the Jetson Nano 

provides a more compact, low-power option suitable for lighter, localized applications. 
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Nvidia Jetson Module Jetson AGX Orin Jetson Nano 

CPU 
8-core ARM Cortex-A78AE 

@ 2.188 GHz 

4-core ARM Cortex-A57 

@ 1.43GHz 

GPU 
NVIDIA Ampere architecture GPU with 

2048 CUDA cores 
128-core Maxwell GPU 

Memory 32 GB LPDDR5 4 GB LPDDR4 

Storage 64 GB eMMC No onboard storage (microSD) 

Storage Type eMMC 5.1 + NVME microSD only 

Power 15-60 W (configurable) 5-10 W 

JetPack JetPack 6.0 JetPack 4.2.1 

Framework TensorFlow, PyTorch TensorFlow, PyTorch 

AI Performance Up to 275 TOPS 0.5 TOPS 

Table 1: Specifications of Jetson boards 

This paper aims to evaluate the performance of these two devices in handling face 

recognition tasks by benchmarking two well-known deep learning models, ResNet and Mobile 

Net. These models are widely used in computer vision for their accuracy and efficiency, making 

them ideal candidates for deployment in edge environments with limited resources. To further 

simulate real-world usage, this study uses WIDER Face and FDDB datasets, which contain 

challenging and varied face images across different environments, poses, and lighting 

conditions. This dataset choice allows for an in-depth assessment of each model’s robustness and 

suitability for deployment on edge devices. 

The benchmarking examines vital performance metrics, including inference time, GPU 

utilization, memory usage, and CPU load. Both devices are tested with different input sizes and 

configurations, such as CPU thread allocation and GPU power settings within edge devices.  

Our study makes several contributions: 

− A detailed comparative analysis of the Jetson AGX Orin and Jetson Nano devices for face 

recognition applications, focusing on how each handles resource-intensive tasks. 

− Performance benchmarks across two AI models and two datasets offer insights into 

which model-hardware combinations are optimal for different face recognition scenarios. 

− Exploring resource management, including model optimization and hardware scaling, 

impacts performance, providing valuable guidance for deploying AI on edge devices effectively. 

This research addresses the growing need to understand how edge device configurations 

impact the performance of complex AI models. By examining these aspects, we offer a guide to 

optimizing face recognition model deployment on edge devices in practical settings where 

balancing efficiency and accuracy is critical. 

II. Related Work 

In the last few years, there have been several AI deployed benchmarking tests performed 

using Deep Neural Networks (DNNs) on different Nvidia Jetson Devices. The famous papers 

and their contributions are given below: 

(i) DNN on embedded boards: 

A study in [1] analyzed the performance of three edge devices - NVIDIA Jetson Nano, TX2, 

and Raspberry Pi 4 by running a convolutional neural network (CNN) model designed to 

classify fashion products. The comparison considered factors like power consumption, resource 
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utilization (GPU, CPU, RAM), model accuracy, and overall cost, using datasets between 5,000 

and 45,000 images. Relatively in [2] the authors introduced EdgeFace, an face recognition model 

designed specifically for edge devices, which reduces computational overhead while 

maintaining high accuracy. 

(ii) Benchmarking DNNs on Jetson boards: 

Evaluating Deep Learning on Jetson Devices: Jetson boards have been widely tested for 

deep learning deployment. In [3], researchers assessed 3D point cloud classification across 

various dataset sizes, analyzing computational demands on multiple Jetson models. Another 

study in [4] compared the performance of 3D object detection models specifically on NVIDIA 

Jetson AGX Xavier and Nano, examining their efficiency and processing capabilities.  

III.  Benchmark Analysis 

A. Experimental setup 

 We benchmarked two Jetson devices: the AGX Orin as the high-performance setup and the  

Nano as the lower-performance setup. Figure 1 illustrates the use of ResNet and MobileNet 

models for the Face Recognition algorithm, utilizing the Face Detection Dataset and Benchmark 

(FDDB) and Wider Face datasets. For these tests, we employed two data resolutions per dataset: 

320x320 as the lightweight configuration and 800x800 as the heavy configuration for FDDB, and 

similarly, 224x224 as the lightweight and 640x640 as the heavy configuration for Wider Face. 

 

Figure 1. Architecture of Embedded Edge Device and AI Model Deployment 

This allows us to assess how each embedded edge device manages various workloads and 

data complexities. All platforms were configured to maximize CPU performance by utilizing all 

available cores at their highest frequency, ensuring optimal performance levels. 
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B. Benchmarking results 

We benchmarked the performance of Face Recognition using two models, ResNet and 

MobileNet, across FDDB and Wider Face datasets with varying input sizes on both the AGX 

Orin (high-performance setup) and Nano (low-performance setup). 

The results, detailing inference time, memory usage, and power consumption, are presented 

in Table 2. 

Algorithm Model Dataset 
Input  

size 

Inference Time 

(ms) 
Memory (G) 

CPU 

(Power/mW) 

GPU  

(Power/mW) 

AGX 

Orin 
Nano 

AGX 

Orin 
Nano 

AGX 

Orin 
Nano 

AGX 

Orin 
Nano 

Face 

Recognition 

ResNet FDDB 
320x320 12 45 2.0 1.5 350 700 900 350 

800x800 28 95 3.2 2.2 400 800 1100 500 

Mobile 

Net 

Wider  

Face 

224x224 7 25 1.5 1.0 300 600 700 250 

640x640 22 70 2.3 1.8 350 650 850 400 

Table 2. Benchmarking results 

Inference times varied significantly based on model and input size. For ResNet on FDDB, 

inference times ranged from 12 ms to 28 ms on AGX Orin, while Nano required between 45 ms 

and 95 ms. MobileNet on the Wider Face dataset showed faster performance, with AGX Orin 

achieving 7 ms to 22 ms, and Nano taking between 25 ms and 70 ms. 

Memory consumption scaled predictably with input size and model complexity. ResNet on 

FDDB required up to 3.2G on AGX Orin, while Nano used up to 2.2G. MobileNet, being a more 

lightweight model, required less memory, with a maximum of 2.3G on AGX Orin and 1.8G on 

Nano for the larger input size. 

Power consumption also demonstrated a clear pattern tied to model and hardware. The 

AGX Orin displayed higher power usage than the Nano, with CPU power ranging from 300 mW 

to 400 mW and GPU power up to 1100 mW, depending on the model and input size. In contrast, 

Nano’s CPU and GPU power demands were significantly lower, with CPU power peaking at 

800 mW and GPU power at 500 mW. 

Overall, AGX Orin consistently provided faster inference times and supported higher 

memory and power resources, making it more suitable for computationally intensive face 

recognition tasks. The Nano, though slower, offered a more energy-efficient alternative for less 

demanding applications, illustrating a trade-off between computational power and energy 

efficiency. 

Conclusion 

In this paper, we conducted a benchmarking study of two different Face Recognition 

models on two Nvidia Jetson devices: the Jetson AGX Orin and the Jetson Nano. Our goal was to 

assess the performance of these platforms across multiple datasets and input sizes using a Face 

Detection algorithm. Both devices were configured for maximum performance to achieve higher 

processing power. Throughout the tests with varying input sizes, we measured memory usage, 

CPU and GPU utilization, and overall power consumption. 

Our experiments revealed that the AGX Orin consistently outperformed the Nano in terms 

of inference speed, particularly with more complex models such as ResNet and MobileNet. 

However, Nano demonstrated superior power efficiency and resource management when 

running simpler models with lightweight datasets. 
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On the basis of machine-building industry area analysis there were defined 

actuality and a goal of this material. As the applied object of this study, flexible 

manufacturing system is chosen and also it was given a task of designing an 

algorithm for investigation of its control system. When creating a control model 

for a flexible manufacturing system a finite automata was used to describe the 

operation of a crane manipulator. The capabilities of the finite automata are not 

enough for a general system analysis of the control object. For a detailed 

functional analysis with the definition of transfers and productions of this 

control object, it is necessary to use a more powerful mathematical apparatus, 

such as Petri net. The study of the control algorithm was held on the basis of the 

round composed flexible manufacturing module scheme of flexible manufactu-

ring system. The resulting algorithm with using the transformation of a finite 

automata of Petri net allows for the creation of a more correct, efficient and 

reliable control system for the production module.  
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INTRODUCTION 

In modern times, one of the areas that ensure the economic development of the leading 

Eurasian countries is considered to be industrial enterprises producing high-quality mechanical 

products of mechanical engineering. In flexible manufacturing system (FMS), which combine 

mechanical assembly, processing and production modules of various purposes, automation of 

the process of manufacturing various electrical, automatic, mechatronic, etc. parts for 

technological equipment, machine tools and production lines is carried out [1,2]. However, since 

many complex mechanical technological operations are performed both by working personnel 

and by control units controlled by digital programs, the design of both mechanical machines and 

a special manipulator that automatically serves them in the modules of mechanical FMSs of 

mechanical engineering enterprises and the creation of a control system for automating its 

operations is considered a scientifically relevant issue. 

APPLİCATİON AREA ANALYSİS 

The layout of the mechanical production module of the applied FMS is based on a circular 

structure (Fig. 1).  

https://doi.org/10.30546/09090.2025.01.2005
mailto:shahla.huseynzada@sdu.edu.
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Fig. 1 Layout diagram of the mechanical production module of the FMS 

In order to reliably control the service operations of lathes, milling machines, radial drills 

and bending machines located in the positions of the circular scheme, the issue of conducting a 

functional analysis of the technological process and interpreting the control functions with 

knowledge is posed. The analysis of this problem shows that it is more expedient to apply a 

graphical representation method to more effectively describe the control process [3].  

In the mechanical flexible manufacturing module of the FMS, technological operations are 

planned as follows: the crane-manipulator takes the workpiece from the central plate and moves 

it linearly upwards. Then, moving linearly on the crane in the left direction, it positions itself in 

the working zone of the lathe, places the workpiece on the machine, fixes it and moves upwards, 

waiting for the preparation of the part [4]. After the product is ready, the manipulator moves 

linearly downwards and takes the finished part from the lathe and moves linearly upwards. 

After linear movement in the central direction, it moves the part in the direction of the milling or 

radial drilling machine and the bending machine. The sequence of these operations depends on 

the type of product being prepared [5].  

PROBLEM STATEMENT AND DESCRİPTİON 

The One of the more accurate and reliable methods for describing the planning and 

functions of a complex machine-building technological process control system is considered to 

be a Petri net (PN). 

Modeling of complex dynamic systems (DS) can be considered at several levels, and PNs 

can model each of these levels. But in practice, it is often the case that individual subtasks of a 

complex system are modeled using finite automata (FA). Due to the simplicity of application at a 

low level, system modules are often described with FA. The FA apparatus is intended primarily 

for modeling individual processes. When modeling complex DS, it is necessary to take into 

account not only individual processes, but also their interaction. In particular cases, such 

problems are solved by the capabilities of the FA themselves. This is accomplished by connecting 

the outputs of some machines to the inputs of others. 
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At a high level, models based on PN are more convenient for providing a general system 

analysis of the control object. For formal verification of the system when modeling complex 

dynamic systems, it is necessary to use a sufficiently powerful formal apparatus such as PN. In 

this case, there is often a need to solve the emerging problem of transforming the FA into PN. 

To describe the control process using a PN, it is possible to effectively describe the operation 

of the crane manipulator (CM) serving the application object (mechanical assembly flexible 

manufacturing module) with production rules and, having transformed it into a PN, study the 

control algorithm using computer experiments as a result of the analysis of the main properties 

of the latter. This issue was considered in the previous subsection [6]. 

The issues of developing an algorithm for transforming the finite automata representation of 

an automatic transport manipulator transporting raw materials to the working area of a crane 

manipulator into a PN are considered. 

Finite automata (FA) is defined by a set of six objects:  

𝐴 = (𝑋, 𝑈, 𝑌, 𝑥0,,) 

Where 𝑈 = (𝑢1, 𝑢2, … , 𝑢𝑚) ‒ a finite set of input signals, called the input alphabet of the 

automata; 𝑌 = (𝑦1, 𝑦2, … , 𝑦𝑔) ‒ a finite set of output signals, called the output alphabet of the 

automata; 𝑋 = (𝑥1, 𝑥2, … , 𝑥𝑧) ‒ an arbitrary set, called the set of internal states of the automata; 𝑥0 

‒ an element from the set X called the initial state of the automata; : (𝑥, 𝑢) and : (𝑥, 𝑢)‒ two 

functions that define singular-valued maps of the set of pairs (𝑥, 𝑢), where u∈ U and x∈ X, to the 

sets X and Y. The function : (𝑥, 𝑢) is called the transition function of the automata, and the 

function : (𝑥, 𝑢) is called the output function [7]: 

φ: (𝑋 × 𝑈) → 𝑋;  : (𝑋 × 𝑈) → 𝑌. 

FA can be represented graphically, in the form of transition and output tables, and 

analytically. : (𝑥, 𝑢) and : (𝑥, 𝑢)the transition and output functions of the automata can be 

represented in the form of a table. 

A PN is formally represented as a set of the form [8]:  

𝑁 = (𝑃, 𝑇, 𝐹, 𝐻, μ0) 

Where:  

 𝑃 = {𝑝1, 𝑝2, … , 𝑝𝑛}, 𝑛 > 0 ‒ a finite non-empty set of positions (otherwise states or locations);  

𝑇 = {𝑡1, 𝑡2, … , 𝑡𝑚}, 𝑚 > 0 ‒ a finite non-empty set of transitions (events);  

𝐹: 𝑃 × 𝑇 → {0,1,2, … } and 𝐻: 𝑃 × 𝑇 → {0,1,2, … } - the initial marking (marking of each 

position) of the functions and mapping of the input and output states;  

0: 𝑃  {0,1,2, … } – initial distribution of markers by position. 

The graphical representation of a PN is a bidirectional directed graph with two types of 

vertices. The vertices p ∈ P are represented by circles, and the vertices t ∈ T are represented by 

with rectangles. The arcs correspond to the drop functions of positions and transitions . 

The FA is defined for the PN as follows:  

𝑃 = 𝑈 ∪ 𝑋 ∪ 𝑌, 𝑇 = {𝑡𝑥, 𝑥 𝑥 ∈ 𝑋 и 𝑢 ∈ 𝑈}, 

𝐼(𝑡𝑥 , 𝑢) = {𝑥, 𝑢}, 𝑂(𝑡𝑥 , 𝑢) = {(𝑥, 𝑢),(𝑥, 𝑢) }. 
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The resulting PN is a model of a FA. 

Based on the given topology, the definition of the structural elements of the PN is presented 

- transitions and positions according to the following rules [8]: for each pair (state and input 

symbol), a transition is defined; the combination of sets of input signals 𝑈 = (𝑢1, 𝑢2, … , 𝑢𝑚), 

output signals 𝑌 = (𝑦1, 𝑦2, … , 𝑦𝑔), internal states 𝑋 = (𝑥1, 𝑥2, … , 𝑥𝑧) is a set of positions of the 

automata. The transitions and positions of the PN are defined as 𝑇 = {𝑡1, 𝑡2, … , 𝑡𝑚}, , 𝑃 =

{𝑝1, 𝑝2, … , 𝑝𝑛}, where 𝑛 = 𝑚 + 𝑧 + 𝑔.  

Let's consider the model of the functioning CM of the FMS. The CM can be in one of two 

states X=( 𝑥1, 𝑥2): 𝑥1‒ open, - 𝑥2‒ closed (number of internal states z=2). The transition from one 

state to another 𝑈 = (𝑢1, 𝑢2) is carried out by control actions: 𝑢1‒ closed, 𝑢2‒ switching on the 

PN (number of input signals m=2). The transition and output functions are given by the 

following transformations [7]:  

{
𝜑: (𝑥2, 𝑢1) → 𝑥1;

 
𝜑: (𝑥1, 𝑢2) → 𝑥2;

 (1) 

{
: (𝑥2, 𝑢1) → 𝑦1; 

 
: (𝑥1, 𝑢2) → 𝑦2.

 (2) 

The external states of the CM are determined by the output alphabet: 𝑌 = (𝑦1, 𝑦2). 𝑦1is off 

CM, 𝑦2 is on CM (the number of output signals g=2). Therefore, to control the CM, it is necessary 

to determine the internal states X based on the information U from the corresponding sensors 

and generate control signals Y in accordance with the transition function.  

Now, to define transitions from one state to another, we can represent the network 

transitions as follows. For each pair (state and input symbol), we define a transition whose input 

positions correspond to the state and input symbol, and whose output positions correspond to 

the next state and output. 

Thus, 𝑇 = {𝑡1, 𝑡2} the PN transitions are determined (number of transitions m=2). The PN 

positions (number of positions 𝑛 = 𝑚 + 𝑧 + 𝑔 = 2 + 2 − 2 = 6) are determined according to the 

following rule [8]:  

𝑃 = 𝑈 ∪ 𝑋 ∪ 𝑌 = {𝑢1, 𝑢2, 𝑥1, 𝑥2, 𝑦1, 𝑦2} 

𝑃 = {𝑝1, 𝑝2, 𝑝3, 𝑝4, 𝑝5, 𝑝6}. 

 

CONSTRUCT A PN SIMULATING A FA 

Creating a transition matrix: 

𝐶(𝑚, 𝑧) = 𝐶(2,2) = {𝑐𝑗,𝑖}, 𝑖 = 1,2̅̅ ̅̅ ;  𝑘 = 1,2̅̅ ̅̅ ;  𝑗 = 1,2̅̅ ̅̅ ; 

According to the (1): 

𝑐1,1 = 0, 𝑐1,2 = 1,  𝑐2,1 = 2, 𝑐2,2 = 0. 

As a result, obtaining matrix transitions: 

𝐶(2,2) = |
0 1
2 0

|. 
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 Creating the output matrix: 

B(m,z)=B(2,2)={b j,i }, 𝑖 = 1,2̅̅ ̅̅ ;  𝑘 = 1,2̅̅ ̅̅ ;  𝑗 = 1,2̅̅ ̅̅ ; 

According to the (2): 

𝑏1,1 = 0,  𝑏1,2 = 1, 𝑏2,1 = 2, 𝑏2,2 = 0. 

Finally, the results matrix is obtained:  

𝐵(2,2) = |
0 1
2 0

|. 

Determining the input incidence matrix of the Petri net: 

𝐹(𝑛, 𝑚) = 𝐹(6,2) = {𝑓𝑖,𝑗}, here 𝑖 = 1,6̅̅ ̅̅ ; 𝑗 = 1,2̅̅ ̅̅ ; 

 𝑛 = 𝑚 + 𝑧 + 𝑔 = 6 (n-number of positions, m-number of transitions) . 

Determining the output incidence matrix of the Petri net:  

𝐻(𝑚, 𝑛) = 𝐻(2,6) = {ℎ𝑗,𝑖}, here 𝑖 = 1,6̅̅ ̅̅ , 𝑗 = 1,2̅̅ ̅̅ . 

Petri net entrance incidence matrix elements formation: 

F (6,2) = {𝑓𝑖,𝑗}: 

Matrix all elements resetting 

𝑓𝑖,𝑗 = 0, here 𝑖 = 1,6̅̅ ̅̅ ; 𝑗 = 1,2̅̅ ̅̅ ; 

if 𝑐𝑗,𝑖 ≠ 0, then 𝑓𝑗,𝑗 = 1 and 𝑓2+𝑖,𝑗 = 1, 

here 𝑖 = 1,2̅̅ ̅̅ ; 𝑗 = 1,2̅̅ ̅̅ : 

Because 𝑐1,2 ≠ 0, it turns out 𝑓𝑗,𝑗 = 𝑓1,1 = 1, 

𝑓2+𝑖,𝑗 = 𝑓2+2,1 = 𝑓4,1 = 1; 

Because 𝑐2,1 ≠ 0, it turns out 𝑓𝑗,𝑗 = 𝑓2,2 = 1,  

𝑓2+𝑖,𝑗 = 𝑓2+1,2 = 𝑓3,2 = 1; 

As a result, it is obtained that: 

𝐹(6,2) =
|

|

1 0
0 1
0 1
1 0
0 0
0 0

|

|
 

Formation of the elements of the output events matrix 𝐻(2,6) = {ℎ𝑗,𝑖}: 

Resetting all matrix elements to zero ℎ𝑗,𝑖 = 0, here 𝑗 = 1,2̅̅ ̅̅ ;  𝑖 = 1,6̅̅ ̅̅ ; 

if 𝑐𝑗,𝑖 ≠ 0, then ℎ𝑗,𝑚+𝑙 = ℎ𝑗,2+𝑙 = 1, here 𝑗 = 1,2̅̅ ̅̅ ;  𝑖 = 1,2̅̅ ̅̅ ; 𝑙 = 𝑐𝑗,𝑖; 

Because 𝑐1,2 ≠ 0, it turns out ℎ𝑗,𝑚+𝑙 = ℎ1,2+1 = ℎ1,3 = 1, (𝑙 = 𝑐𝑗,𝑖 = 𝑐1,2 = 1); 

Because 𝑐2,1 ≠ 0, it turns out ℎ𝑗,𝑚+𝑙 = ℎ2,2+2 = ℎ2,4 = 1, (𝑙 = 𝑐𝑗,𝑖 = 𝑐2,1 = 1);   

Because 𝑏𝑗,𝑖 ≠ 0, then ℎ𝑗,𝑚+𝑧+𝑙 = ℎ𝑗,2+2+𝑙 = 1, here 𝑗 = 1,2̅̅ ̅̅ ;  𝑖 = 1,2̅̅ ̅̅ ; 𝑙 = 𝑏𝑗,𝑖: 



Development of Control Algorithm for Flexible Manufacturing System Module Using Finite Automata with Petri Net 

99 

Because 𝑏1,2 ≠ 0, it turns out that  

 ℎ𝑗,𝑚+𝑧+𝑙 = ℎ1,2+2+1 = ℎ1,5 = 1, ( 𝑙 = 𝑏𝑗,𝑖 = 𝑏1,2 = 1); 

Because 𝑏2,1 ≠ 0, it turns out that  

 ℎ𝑗,𝑚+𝑧+𝑙 = ℎ2,2+2+2 = ℎ2,6 = 1, ( 𝑙 = 𝑏𝑗,𝑖 = 𝑏2,1 = 2); 

As a result, it is obtained that 

𝐻(2,6) = |
0 0 1 0 1 0
0 0 0 1 0 1

| (6) 

Incident matrix elements of PN formation:  

 𝐷(n, m) = D(6,2) = {di,j}: 

Because 𝐷 = 𝐹 − 𝐻𝑇, then 𝑑𝑖,𝑗 = 𝑓𝑖,𝑗 − ℎ𝑗,𝑖, here 𝑗 = 1,2̅̅ ̅̅ ;  𝑖 = 1,6̅̅ ̅̅ ; 

𝐷(6,2) = 𝐹(6,2) − 𝐻𝑇(2,6) =
|

|

1 0
0 1
0 1
1 0
0 0
0 0

|

|
−

|

|

0 0
0 0
1 0
 0 1
1 0
0 1

|

|
. 

𝐷(6,2) =
|

|

 1 0
 0 1

−1 1
 1 − 1
−1 0

 0 − 1

|

|
. 

Using the obtained results, a graph of a given finite automaton simulating Petri net was 

created in the CPN Tools system [8] (Fig. 2). 

 

 

Fig. 2 Graph model of a PN simulating a FA given by transition and output functions. 

CONCLUSION 

The structure of the equipment of the FMS has been developed and descriptions of its 

control in the form of production rules and with FA have been created. The PN properties were 

used for a comprehensive analysis of the control of the computer model for FMS module 

described by a FA. The algorithm for transforming a FA into a PN was used for this. The model 
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was studied as a result of simulation with computer experiments. The model of the control 

system of the agile manufacturing module obtained using FA is analyzed using PN. This 

approach can be considered important in terms of creating a more correct, effective and reliable 

control system.  
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This paper considers the issue of assessing the security of a key exchange 

protocol based on matrix algebra. To protect the confidentiality of information, it 

is important that the keys are exchanged securely. This can be done by using 

methods such as encrypted key transmission, creation of dedicated secure 

channels, formation of a common key between parties without exchanging secret 

information using public key algorithms, etc. The paper analyzes the security of 

the protocol implemented using the approach based on non-invertible matrices 

against linear algebra and brute force attacks, shows that the use of non-

invertible matrices increases the security of the system, and also evaluates the 

consumption of computing resources. The results confirm that this approach can 

be used as a secure and practical method of key exchange. 
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1. INTRODUCTION 

The main problem of the symmetric encryption method, which is one of the most common 

methods of protecting the confidentiality of information, is the reliable delivery of the secret key 

to the parties. To solve this problem, various methods are used, such as sending the key in 

encrypted form, creating separate protected channels, delivering the key by courier, forming a 

common key between the parties without exchanging secret information using public-key 

algorithms, etc. The protocol created based on the Diffie-Hellman algorithm is a clear example of 

the public-key encryption method [1-2]. This algorithm allows two parties (sender and receiver) 

to create a common secret key using an open channel. The basis of the Diffie-Hellman key 

exchange protocol is one-way functions, that is, functions that are simple to calculate in one 

direction, but require relatively large resources to calculate in the opposite direction. The secret 

key created based on the key exchange protocol can later be used to encrypt data.  

Another interesting method for generating a shared secret key is based on matrix algebra. In 

general, the essence of this method is based on building a public-key exchange process based on 

matrices whose inverse cannot be calculated. It is known that the product of two matrices can be 

calculated only if the number of columns in the first matrix is equal to the number of rows in the 

second matrix. In the special case, if both matrices are square matrices of the same size, then their 

product can always be found. 

When matrices A and X satisfying these conditions are multiplied together, the matrix C of 

the corresponding size is obtained: 
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A∙X=C      (1) 

If C and A are known, the matrix X can be calculated based on the following expression:

  

    𝑋 = 𝐶 ∙ 𝐴−1      (2) 

Here, the matrix 𝐴−1 is the inverse matrix of the matrix A. If we denote the determinant of 

the matrix A by detA, and the minor by Anm (i,j=1,2,...,n), the following expression is used to find 

the inverse matrix: 

    (3) 

As can be seen, if detA=0, it is necessary to perform the division by zero operation, which 

leads to uncertainty, that is, it is impossible to calculate the inverse of the matrix. In other words, 

although it is always possible to find the product of two matrices when one of the factors and the 

product are given, in some cases it is impossible to calculate the other factor. This is because if the 

known factor is a matrix that does not have an inverse, then for the other factor there are 

infinitely many solutions that satisfy equation (1). It is this property of matrices that allows us to 

create a one-way function with their help [3-4]. In the studies conducted by the authors in the 

literature [2], a key exchange protocol based on non-invertible matrices was proposed. In this 

paper, the issue of assessing the security and efficiency of this protocol is considered. 

 The essence of the key exchange protocol based on non-invertible matrices given in [2] is 

as follows: 

1) the parties (Parties 1 and 2) who want to exchange information choose a common square 

matrix C with determinant equal to 0; 

2) The first party chooses an nxn matrix A and a coefficient q, and the second party chooses 

a matrix B and a coefficient p. The first party calculates the product SA1= 𝐴 ∙ 𝐶𝑞 and sends it to 

the second party, and the second party calculates the product SB1= 𝐶𝑝 ∙ 𝐵 in a similar manner to 

the first party. 

3) The first party chooses an nxn matrix M and multiplies the product 𝑀 ∙ 𝐶𝑞 by the matrix 

SB1 obtained from the second party from the left, and sends the resulting matrix SA2= 𝑀 ∙ 𝐶𝑞 ∙ 𝐶𝑝 ∙

𝐵 to the second party. The second party selects an nxn matrix N and sends the matrix SB2= 

𝐴 ∙ 𝐶𝑞 ∙ 𝐶𝑝 ∙ 𝑁 obtained by multiplying the product 𝐶𝑝 ∙ 𝑁 by the matrix SA1 from the right to the 

first party. 

4) The first party multiplies the product 𝑀 ∙ 𝐴−1 from the second party to the matrix SB2 from 

the left, and the second party multiplies the product 𝐵−1 ∙ 𝑁 from the first party to the matrix SA2 

from the right. Both parties get the same result: S= 𝑀 ∙ 𝐶𝑞 ∙ 𝐶𝑝 ∙ 𝑁. The resulting matrix is used as 

a secret key that the parties jointly form. 

2. LINEAR ALGEBRA-BASED SECURITY ANALYSIS 

Since the intermediate keys, SA1 and SA2, are obtained from the product of the matrix C by 

another matrix, they must be non-invertible matrices (the product of non-invertible and inverse 

matrices is equal to the non-invertible matrix). Therefore, it is not possible to calculate the matrix 
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𝑀 ∙ 𝐶𝑞 from the equation SA2 = 𝑀 ∙ 𝐶𝑞 ∙ SB1. Because the number of matrices 𝑀 ∙ 𝐶𝑞 satisfying this 

equation is greater than one. If the matrices M and N are not used in the protocol, the equation 

SA2= 𝑀 ∙ 𝐶𝑞 ∙ 𝐶𝑝 ∙ 𝐵 takes the form SA2 = 𝐶𝑞 ∙ SB1. Then the number q can be calculated by checking 

all possible values until the equation SA2 = 𝐶𝑞 ∙ SB1 is satisfied. The number p can be calculated in 

the same way. However, when the matrix M is included in the equation, it is necessary to find 

not only the number q, but also the matrix M. This increases both the number of cases to be 

checked and the number of solutions to the equation SA2= 𝑀 ∙ 𝐶𝑞 ∙ 𝐶𝑝 ∙ 𝐵. Thus, it becomes 

extremely difficult to verify the correctness of the solution found. By the same logic, the 

importance of including the matrix N can be clearly shown. 

3. KEY FİELD ANALYSİS 

The brute force resistance of the proposed method directly depends on the number of non-

inverse matrices that can be used. To calculate this number, let us assume that the elements of 

the matrix Z with any inverse take values from 0 to 999. Then the first column of the matrix Z can 

take (1000n – 1) different values (not every element in the first column can be equal to 0 at the 

same time). The second column must be outside the one-dimensional space formed by the first 

column. That is, if we denote the first column by a1, then the second column must be different 

from a1, 2 * a1, 3 * a1, ... , 1000 * a1. Therefore, a2 can take (1000n – 1000) values. The third column 

must be outside the space formed by the vectors a1 and a2. That is, it can take (1000n – 10002) 

values. Continuing in a similar way, we see that the value of the vector ai is (1000n – 1000i). 

Taking these into account, we can see that the number of possible values of the matrix Z is (1000n 

– 1) * (1000n – 1000) * (1000n – 10002) * ... * (1000n – 1000n – 1). If the elements of the matrix Z can take 

the value “m”, then the number of such matrices is (mn – 1) * (mn – m) * (mn – m2) * ... * (mn – mn – 

1). The number of non-invertible matrices is equal to the difference between the number of all 

matrices and the number of invertible matrices. Given that the number of all matrices is mn * n, the 

number of non-invertible matrices is equal to mn * n - (mn – 1) * (mn – m) * (mn – m2) * ... * (mn – mn – 

1). Table 1 shows the number of non-invertible matrices depending on the size of the matrix and 

the largest value of its elements. The results prove that the algorithm is quite strong against brute 

force cracking. For example, for matrices of size 4x4 and 5x5 with 4-digit elements, the numbers 

1060 and 1096 were obtained, which correspond to 200 and 319-bit numbers when represented in 

binary code. As can be seen, the key area of the algorithm is quite large, and if necessary, this 

area can be further increased by changing the size of the matrix and the range of values that its 

elements take. 
 

Table 1. The number of non-invertible matrices based on the matrix size and the maximum value of the element 

Matrix size 
Maximum value of the elements of the matrix 

99 999 9999 99999 

2 1.009 * 106 109 1012 1015 

3 1.009 * 1016 1024 1032 1040 

4 1.009 * 1030 1045 1060 1075 

5 1.009 * 1048 1072 1096 10120 

 

4. EVALUATION OF THE RESOURCES USED 

One of the main parameters evaluated is the determination of the time spent on key 

generation. As can be seen from the algorithm, a very large part of the resource is spent on 

calculating the product of matrices. The size of the matrices and the maximum value that the 
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elements can take significantly affect the time spent on calculating the common key. Naturally, 

the characteristics of the computer on which the program is executed also play a major role here. 

The results obtained by implementing the program designed for the algorithm under 

consideration on a computer with the parameters CPU: Intel® Core™ i5-8265U CPU @ 1.60GHz, 

RAM: 8 GB are given in Table 2. As can be seen, the results are quite high for such a process and 

allow calculating a separate key for each information exchange session. 
 

Table 2. Time spent on key formation (in seconds) 

Matrix size 
Maximum value of the elements of the matrix 

100 1000 10000 100000 1000000 

3 0.002627849 0.002312302 0.002815985 0.002208733 0.002175283 

4 0.006254410 0.006436371 0.006414818 0.006233954 0.006390404 

5 0.056668591 0.054777193 0.059532523 0.058203577 0.057142686 

6 0.114728498 0.118162989 0.119587588 0.120708131 0.124338245 

7 0.230506992 0.233087420 0.230650210 0.231170415 0.254934334 

 

5. CONCLUSION 

The article evaluates the security of the protocol for generating a shared secret key based on 

non-invertible matrices. The evaluation is based on linear algebra and key space analyses. In the 

presented article, the time spent on implementing the protocol based on the application of non-

invertible matrices is also evaluated. The analyses have shown that the calculation of the shared 

secret key by the considered method has high resistance to linear algebra and brute force attacks. 

The proposed approach, in addition to providing a high level of security for key exchange, has 

practical efficiency. In future work, it is planned to investigate and optimize wider application 

areas of the protocol. 
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Introduction 

Humans use more sophisticated interfaces to communicate with technology, progressing 

from standard keyboards to touchscreens, voice commands, and beyond. Even these engagement 

patterns are being replaced by fresh, easier, and more organic ways to communicate. Images and 

video streams, for instance, may be utilized to track assets, confirm personal identities, and 

comprehend the context of surrounding locations. Enhanced speech capabilities enable natural, 

nuanced discussions with complicated systems. Additionally, AI-based systems may respond to 

nonverbal user orders by interpreting human gestures, head movements, and gazes. Modern 

human-centered design methodologies are combined with cutting-edge technology like 

computer vision, conversational speech, audio analytics, and enhanced augmented reality and 

virtual reality to create intelligent interfaces. Together, these methods and tools are revolutioni-

zing how we interact with technology, information, and one another. 
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What is interactive technology and app? 

Here is a simple explanation of how Interactive Technology works as letters and individual 

words. They serve as the foundation for the tale you want to tell and the feelings you want to 

elicit. 

There are several ways to characterize interactive technology. For my purposes, I'll define it 

as follows: Technology designed and built for real-time applications, with an emphasis on 

human/user input and environmental sensing. Interactive technology enables a two-way flow of 

information between the user and the technology via an interface; the user typically sends a 

request for data or action to the technology, with the technology returning the requested data or 

the outcome of the action to the user.[1][10] 

An interactive application is one in which you enter information and receive instant results. 

As a result, the program interacts with you and what you enter. The program should reply to 

your input promptly.  

What makes a great interactive application 

Interactive applications are essentially any application where you input information and 

you gain immediate output. Thus, the application interacts with you and what you input. The 

application should respond to your input immediately. 

1. Art 

 

An interactive app's major component is art. Because a projection is just how we perceive 

and experience something, how we feel it. The artist who discovers the perfect pattern that fits 

the people's ideas becomes renowned. Let's look at a real-world case. When we meet new 

individuals, we are drawn to their outward looks. Next, we take a look inside. This is frequently 

the case. As a result, art assists people in seeing the consequences in the most attractive way 

possible.[1] 

2. Vision 

We all see the world through the lenses of our senses. We hear, feel, and do a variety of 

other things. Vision is perhaps the most crucial mode of perception for humans. Vision connects 

our brain to the outside world, making it much simpler to engage with it. Blind individuals see 

the world through their other senses, which are significantly more sophisticated. 

3. Technology 

We now have a variety of tools to assist us to comprehend each other and the world around 

us through its projection. We have books, radio, television, computers, and smartphones. We all 

adore cell phones. We can carry the entire world's information in our pockets. 

We began with a grayscale flat snake game and have moved to 3D colorful games with 

HDR and a wealth of other inventive applications with projection details. We can now see a 

courier driving a vehicle on a 3D map and accurately anticipate the delivery time. The primary 

Vision 
Technology 

Art 
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issue, here is 3D. Even on a flat screen, humans may perceive things that are remarkably close to 

their original forms and proportions. Remember the growth of Google Maps? Initially, we see 

flat maps of certain towns, then countries, then the entire planet, and ultimately, satellite photos 

materialize in front of us. We are seeing more and more 3D on flat maps. But why did they 

decide to add 3D when we already have satellite images? The solution is straightforward: we 

require a better representation of the real environment. Images are not interactive; they cannot be 

rotated and always display the same projection. With 3D maps, you can view anything from 

many perspectives, giving you a comprehensive grasp of many real-life elements.[1] 

Use of interactive technology 

The applications of interactive technology are numerous and diverse. They are used in a 

variety of settings, including education, training, marketing, and data collection. Smartphones 

are the best example. The smartphone is a powerhouse of interactive technologies, and it is so 

widely used that people of all ages, nationalities, world views, and so on have used one. 

Regardless of brand or model, many of them use the same fundamental technologies. They have 

touch screens with gesture controls. These are excellent examples of interactive technologies in 

use in our daily lives. 

1. Education and training 

Interactive technology in classrooms is a type of educational technology (EdTech) 

that allows students to not only view information but also interact with the content in their 

lesson. With new educational technology tools being developed on a daily basis, it is becoming 

easier than ever to create interactive classrooms. It could be a while before we see interactive 

whiteboards in every classroom or individual tablets on every student's desk. However, an 

increasing number of schools, universities, and colleges are utilizing interactive technology to 

transform the way their students learn.  

2. Marketing 

Over traditional methods of gathering consumer data, interactive technology has two 

distinct advantages. For starters, it allows information to be gathered in real-time, allowing for 

faster responses to customers than traditional media. The more orders a consumer places on 

Amazon.com, for example, the more information about that consumer's reading preferences is 

gathered. There are numerous benefits to employing interactive marketing, especially given that 

customers expect businesses to surpass their expectations. Organizations that use interactive 

marketing have a better chance of addressing the needs of their customers because they have 

already expressed an interest in the product and marketers can respond to their actions. Because 

it is based on customer behaviors and wishes, interactive marketing decreases risk and boosts 

sales. Personalization in interactive marketing leads to increased conversions and higher income. 

Ultimately, interactive marketing can increase sales, improve consumer satisfaction, reduce 

marketing expenses, and pave the way for automated marketing 

3. Information gathering 

Traditional approaches benefit from interactive documents. Surveys that try to evaluate 

satisfaction with new product expectations and answers can be more effective when conducted 

using interactive multimedia. In the above scenario, Amazon.com would have more trustworthy 

information about a consumer's choices than any paper survey it could ask the public to 



Elmaddin Huseynov, Ali Hasanov 

108 

complete. These surveys may collect more information since they are more fascinating than their 

paper counterparts.  

Interactive design of technologies 

Designing interactive products to support the way people communicate and interact in their 

every day and working lives. Interaction design relies on an understanding of the capabilities 

and desires of people and on the kinds of technology available to interaction designers, as well as 

the knowledge of how to identify the requirements and evolve them into a suitable design. 

Designing visible interactive products requires considering who is going to be using them, 

how they are going to be used, and where they are going to be used. Another key concern is 

understanding the kind of activities people are doing when interacting with the products. The 

appropriateness of different kinds of interfaces and arrangements of input and output devices 

depends on what kinds of activities need to be supported. A key question for interaction design 

is: how do you optimize the users' interactions with a system, environment, or product so that 

they support and extend that users' activities in effective, useful, and usable ways? One could 

use institutions and hope for the best. Alternatively, one can be more principled in deciding 

which choice to make by basing them on an understanding of their users.[8] This involves: 

 Taking into account what people are good and bad at. 

 Considering what might help people with the way they currently do things. 

 Thinking through what might provide quality user experiences. 

 Listening to what people want and getting them involved in the design. 

 Using 'tired and tested' user-based techniques during the design process. [ 6] 

The Rise and Impact of Interactive Technologies  

1. Enhanced Communication: 

Interactive technologies have drastically transformed communication, making it more 

instantaneous and immersive. Social media platforms, video conferencing tools, and messaging 

apps have connected people across the globe, transcending physical boundaries. The ability to 

share information, images, and videos in real-time has facilitated the exchange of ideas, fostered 

collaboration, and enriched personal connections. Moreover, interactive technologies have given 

rise to virtual communities, enabling individuals with shared interests to connect and interact, 

regardless of their geographic location. 

2. Revolutionizing Entertainment: 

The entertainment industry has been profoundly impacted by interactive technologies. 

Video games, for instance, have evolved from simple pixelated graphics to immersive virtual 

worlds, powered by advanced graphics, motion sensors, and haptic feedback. Players can 

actively engage with the virtual environment, controlling characters and influencing narratives, 

creating a more personalized and immersive experience.  

3. Transforming Education: 

Interactive technologies have revolutionized education, enhancing the learning experience 

and expanding access to knowledge. Interactive whiteboards, digital textbooks, and online 



Interaction Technologies and Applications 

109 

learning platforms have made education more engaging and interactive. Students can now 

participate actively in their learning process, accessing multimedia resources, simulations, and 

interactive exercises. Virtual reality and augmented reality have taken this transformation even 

further, enabling students to explore historical sites, conduct virtual experiments, and experience 

immersive simulations, making learning more memorable and impactful.[9] 

4. Reshaping Business: 

Interactive technologies have disrupted traditional business models, opening up new 

opportunities for innovation and growth. E-commerce platforms have revolutionized the way 

people shop, providing personalized recommendations, immersive product experiences, and 

convenient payment options. Augmented reality applications have allowed customers to try on 

virtual clothes, visualize furniture in their homes, and preview products before making 

purchasing decisions.  

5. Advancements in Healthcare: 

Interactive technologies have played a crucial role in healthcare, improving diagnostics, 

treatment, and patient care. Virtual reality and augmented reality have been employed to 

simulate surgeries, train medical professionals, and assist in rehabilitation. Telemedicine has 

become increasingly popular, allowing patients to consult with doctors remotely, reducing 

barriers to accessing healthcare services. Wearable devices and mobile apps have empowered 

individuals to monitor their health and receive personalized feedback, promoting preventive 

care and well-being. 

The Rise and Impact of Interactive Apps 

Interactive apps have experienced a significant rise in popularity, transforming the way we 

engage with technology and consume digital content. These apps provide dynamic and 

engaging experiences, allowing users to actively participate and manipulate the content, creating 

a more personalized and immersive environment. This essay explores the rise and impact of 

interactive apps across various industries, including education, entertainment, productivity, and 

social networking. 

1. Education: 

Interactive apps have revolutionized the education sector, making learning more accessible 

and engaging. These apps offer interactive content, simulations, quizzes, and puzzles that cater 

to different learning styles and encourage active participation. Students can access educational 

material anytime, anywhere, and at their own pace. Gamification elements, such as badges and 

rewards, motivate learners and enhance their learning experience. Interactive apps have also 

enabled distance learning and remote education, providing access to quality education beyond 

traditional classrooms.[4] 

2. Entertainment: 

Interactive apps have had a profound impact on the entertainment industry, transforming 

the way we consume and interact with media. Gaming apps, in particular, have seen 

tremendous growth, offering immersive and interactive experiences across various genres.  

3. Productivity: 

Interactive apps have significantly impacted productivity by providing tools and features 

that enhance efficiency and organization. Productivity apps, such as task managers, note-taking 
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apps, and project management tools, offer interactive interfaces that allow users to easily manage 

and prioritize tasks. These apps often provide collaboration features, enabling teams to work 

together seamlessly. 

4. Health and Well-being: 

Interactive apps have made a significant impact on health and well-being by promoting 

active lifestyles, mental wellness, and personalized health management. Fitness apps offer 

interactive workout routines, tracking progress, and providing real-time feedback. Meditation 

and mindfulness apps offer interactive features that guide users through relaxation techniques 

and stress management exercises.  

Disadvantages of Interactivity 

 

While interactive technologies have brought numerous benefits and advancements, it is 

essential to recognize that there can be negative sides to their use. Here are some potential 

drawbacks and concerns associated with interactive technologies: 

1. Social Isolation: 

As people spend more time engaging with interactive technologies, there is a risk of 

increased social isolation. Excessive use of interactive apps and devices may lead to decreased 

face-to-face interactions, causing individuals to feel disconnected from real-life relationships. 

This isolation can have detrimental effects on mental health and interpersonal skills. 

2. Physical Health Issues: 

Extended use of interactive technologies, particularly gaming apps and virtual reality 

systems, can contribute to sedentary behavior and a lack of physical activity. Prolonged screen 

time and poor posture can lead to musculoskeletal problems, obesity, and other health issues. 

Additionally, excessive exposure to screen-based interactive apps may disrupt sleep patterns 

and contribute to sleep disorders. 

3. Privacy and Security Concerns: 

Interactive apps often require access to personal information and data. There is a risk of this 

data being misused or falling into the wrong hands, leading to privacy breaches, identity theft, 

and other security concerns. Additionally, the collection and storage of personal data by 

interactive apps raise ethical questions regarding consent, transparency, and the use of personal 

information for targeted advertising. 

4. Inequality and Access: 

Not everyone has equal access to interactive technologies due to factors such as economic 

disparities and limited digital infrastructure. This can create a digital divide, exacerbating 

existing inequalities. Those without access to interactive apps may face disadvantages in terms of 

education, employment opportunities, and social inclusion.[9] 

Conclusion 

Interactive technologies have become an integral part of our lives, revolutionizing 

communication, entertainment, education, business, and healthcare. These technologies have 
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enhanced our ability to connect, learn, and engage with the world around us, opening up new 

possibilities and transforming traditional practices. As interactive technologies continue to 

advance, it is crucial to ensure their responsible and ethical use, addressing concerns related to 

privacy, security, and social impact. By harnessing the potential of interactive technologies 

wisely, we can unlock a future that is more connected, immersive, and enriching for individuals 

and societies worldwide. 

Interactive apps have experienced a remarkable rise in popularity, transforming various 

industries and impacting our daily lives. From education and entertainment to productivity and 

social networking, these apps have revolutionized the way we engage with technology and 

consume digital content. With their dynamic and immersive experiences, interactive apps have 

enhanced learning, entertainment, productivity, and well-being. As technology continues to 

advance, interactive apps will continue to shape the future of digital experiences, providing 

innovative and engaging solutions for users around the world. 

Finally, interactive apps engage and capture the audience, give the proper message to 

consumers, and extend the life of the product. We can conclude that interactive technology 

manages to be at the center of our lives in a variety of ways, including education, marketing, 

and, most notably, cell phones, and has had a significant positive impact on my life. It is depen-

dent on how we employ it. 
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Introduction 

The fourth-order harmonic Schrödinger equation is of great importance in the study of wave 

processes. These equations can be transformed into parabolic type equations in the sense of 

Petrovsky [4,5,11,12]. Additionally, there are more general forms of parabolic equations beyond 

those defined by Petrovsky, such as parabolic equations in the sense of Shilov [7,8,9,10]. 

 İn equations of this type, the inclusion of the potential function can alter the nature of the 

equation. In other words, wave processes can be analyzed within the framework of parabolic 

equations in the sense of Shilov, and the fourth-order equation we consider falls into this class. 

[1] 

For instance, examining the heat transfer process in rods of the same length but with 

different heat transfer coefficients can be represented by fourth-order partial differential 

equations [5,6]. 

The fourth-order parabolic equations in the sense of Shilov. 

Consider the following problem: 
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where 
mk ,

mk  ( 1, 4m  , 1,4k  ) are complex numbers, 𝑝 > 0 𝑟𝑒𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟,  x  is complex 

valued functions. 

After application integral transformation  





0

4

),(),( dtetxuxy t  

to the problem (1)-(3), we’ll get following spectral problem: 

   4IVipy q x y y x      ,   10  x                              (4) 
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k
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

     .     (5) 

Roots of the characteristic equation in the sense of Birkhof corresponding to the equation (4) 

are found as follows [2]:  
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 To find  asymptotic of fundamental solutions of the equation (4) let’s devide a complex 

plane    into eight sectors by the following way [7]:   
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At the each  sectors  8,1kS
k

  at large values of     the asymptotics of  fundamental 

solution of the equation  (4) have the following representation [6, 8]: 
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                                                (6) 

Green function of the spectral problem (4), (5) has the form [4] : 

 
 
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
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,,

x
xG  ;  

mS  , 1,8.m                                                                   (7) 
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     is called a characteristic determinant and is found as follows   

                    
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(8) and auxiliary determinant   ,,x  is found as follows  
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where Cauchy function   ,,xg  is found as follows [5] 
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V  is an algebraic complement of the fourth row element of  Vronskian    ,V  . 

To find the asymptotic of eigenvalues of spectral problem (4), (5) let’s introduce the follo-

wing notations :  
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Now to find asymptotic of eigenvalues of spectral problem (4), (5) consider the following 

theorem: 
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Theorem1.   Suppose,that  ,mk mk   ( 1,4 ; 1,3 )m k   are complex numbers.  Then the ze-

ros of the characteristic determinant     are countable set, single  limit points of which is 

  and the following formulas  for the asymptotic zeros are true:  

   4 4 3 2 4 2 2 0 0

0

4 8 6 sin1 (cos1 1) 4n
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n n n i n i i O n n
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          

 

                  (10) 

Proof 

Based on the property of determiant, the   , found by formula (8) can be rewritten as 

follows: 
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To find the main part of determinant    let’s use the traditional method, that is equate 

the real part of exponents in pairs and selecting the straight lines or semi-straights, we’ll get [1,3]: 
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Choose those of the semi-strips, constructed from the above-mentioned semi-straights, 

where the main part of )(  has an infinite number of zeroes.  Let’s denote as )(k and 

)(k  )4,1( k  these kinds of semi-strips and defined there the main parts of the determinant 

)( , correspondingly. Thus, the semi-strips )(k and )(k -the main part of )(  are 

defined as follows: 

Consider the main part of )(  in the first quarter [4]:  
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In the second quarter the main part has the form: 
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The main part in the third quarter has the form 
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here 0  and R  is sufficiently large number. 

Firstly, solve equation 0)(1   . For that introduce following notations: 
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 After solution of the equation 0)(11    we will get: 

To find roots of the equation 0)(1    consider a following formulas [9] 

   
1

1 10
1 1

1 11

( )( 1)

( )n

m
m

r r r

n n
m

r res
m  


  








              

  . 

In case of  4r  and  1m  we will get 

 

    ./
1

2
1

)1()1(1

1
)1()1(14

)(

)(
4

424

2

11

010100101

0101

24

1

11

1034

1

4

1




















eAieAiOiCeOBigiAi

eOBigiAiresres
nn

nnn





































































 

  



Interaction Technologies and Applications 

117 

It is easy to check, that n1  are simple poles of the function )(11  . According to that, we’ll get 
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Taking into account n1  and )1(1g  into the last equality, we’ll get: 

   
1

4 4 3 2 4 2 2 0 0
1

0

( 1)
4 8 6 sin1 (cos1 1) 4 ( ),

n

n

B C
n n n i n i i O n n

A
  

   
          

 
 . 
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asymptotic formulas: 
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Substituting )4,3,2( kkn  into equalities for 
4

kn  )4,3,2( k we’ll get formula (10). The 

theorem is proved. 
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As it is known, that at equation (1) is parabolic in the sense of Shilov [10]. A following 

theorem allows us to find solution of the mixed problem (1)-(3) not only in case of parabolic in 

the sense of  Shilov, but also wider classes: 

Theorem 2. Suppose ,that  function )(x are satisfies to a following conditions    1,02Cx  , 

        01010   .If  00 A , coefficients of the boundary conditions are complex 

numbers and 0 0
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here   ,,xG  is a Green function of the corresponding spectral problem , 
kn  

 ,...3,2,1;4,1  nk  are all zeroes of the characteristic determinant )( . 

Proof.  Let’s search solution of the mixed problem (1)-(3)  as follows 
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Taking into account (12) into (1) and (2) we can find  function   ,,tz  in such form  

          .)(,,
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Taking into account the last into (13), we will get formula (12). 

From condition 00 A  can be said, that problem (4), (5) is regular [4,5]. It means, that out of 

0   neighborhood of zeros of the characteristic determinant )(  inequality  
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is true, where   ,,xM k
 are positive,  bounded with respect to x  and   functions and 

analytic function with respect to  -complex parameter.  At the same time, under condition  

00 A  and     1,02Cx  ,         01010    for the function  x  following 

formula of decomposition is true [5]: 
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Taking into account (15) we can see that series given by formula (12) satisfies to initial 

condition. As the Green function   ,,xG  is a solution of the homogeneous equation, 

corresponding to (4), (5), the series (12) formally satisfies to the boundary condition (2).   

It is necessary for (12) and series, obtaining by differentiating it four times with respect to x , 

and ones with respect to convergence uniformly and absolutely. For that, taking into account 

conditions of the theorem and asymptotic of eigenvalues, defined by formula (10) we’ll get: 
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It shows, that if  0 0
0

0

1
0, Im sin1

4

B C
A

A


 ¨̈  ̈ formula satisfies according  to Weierstrass 

theorem the functional series (12)  uniformly and absolutely convergence. It means that our 

search formal operations are justified. 

The theorem is proved. 

 

REFERENCES 

1. Ahmedov Saleh Z. Solution of a mixed problem for an equation of alternating type. Proceeding of Institute of 

Mathematics and Mechanics. Volume XXVI, (XXXIV), 2007. P.2-10 

2. Birkhoff G.D. Boundary value problem and expansion problem of ordinary linear differential equations. Trans. 

Amer. Math. Soc., 1908, p. 373-395 

3.  Naimark M.A. Linear differential operators. Moscow, Nauka, 1969 

4.  Rasulov M.L. -Method of contour integration // M.- Science- 1964, -462 p. 

5.  Rasulov M.L. - Application of the residue method to the solution of the problem of differential equations // Baku, 

“Elm” Publishing house, 1989, 328 

6.  Rapoport I.M. On some asymptotic methods in the theory of differential equations. Publishing house of the 

Academy of Sciences of Ukraine, Kiev, 1954, 286 p.(in Russian) 

7.  Mamedov Yu.A.,Ahmadov S.Z-Study of the characteristic determinant related to the solution of the spectral prob-

lem // Bulletin of the Baku State University, series of physical and mathematical sciences. - 2005.- №2.- Pp.5-12 

8.  Mamedov Yusif A., Ahmadov Saleh Z.  On solution of a mixed problemfor an equation of the fourth order with 

discontinuous coefficient.  Transaction of National Academy of sciences of Azerbaijan, Baku-2006, Volume XXVI, 

№4, pp. 137-144 

9.  Sadovnichiy V. A, Lyubishkin V. A, Belabassy V.Yu.  On zeros of entire functions of one class // Proceedings of the 

I.Q.Petrovsky seminar, Moscow , 1982, Issue 8, pp. 211-217 

10. Eidelman S.D. Parabolic systems, Moscow, «Nauka» publishing house, 1964, pp.443 

11.  Leiva, H.; Narvaez, M.; Sivoli, Z. Controllability of impulsive semi linear stochastic heat equation with delay. 

International Journal of Differential Equations, 2020, Volume 2020, 10 pages. 

12.  Gorodetskiy, V.V.; Kolisnyk, R.S.; Martynyuk, O.V. On a nonlocal problem for partial differential equations of 

parabolic type. Bukovinian Mathematics Journal, 2020, Volume 8(2), pp.24-39. 

 

 

 

 



JOURNAL OF BAKU ENGINEERING UNIVERSITY- MATHEMATICS AND COMPUTER SCIENCE 

2024. Volume 8, Number 2   Pages 120-129 

120 

 

 

UOT:002.6:025.3/.4 

DOI: https://doi.org/10.30546/09090.2025.01.2027 

ARCHITECTURE AND MODEL OF A SPECIAL-PURPOSE 

ELECTRONIC DOCUMENT MANAGEMENT SYSTEM                                     

WITH A DISTRIBUTED STRUCTURE 

Vagif GASIMOV1, MAMMADZADA Nargiz*2 
1Baku Engineering University, Baku, Azerbaijan 

vaqasimov@beu.edu.az 

2Azerbaijan Technical University, Baku, Azerbaijan 

mammadzada.nargizw@gmail.com 

 

ARTICLE INFO ABSTRACT 

Article history: 

Received: 2025-04-14  

Received in revised form:2025-04-15  

Accepted:2025-04-16  

Available online  

The importance of forming and bringing the organization of databases 

of medical institution branches into a more suitable form in terms of 

their structure, accessibility and flexibility of applications, and the 

development of methods in this regard are presented in the article. Thus, 

having each branch's own database increases the flexibility of local 

queries, minimizes duplication of general data, and provides a structure 

for distributing certain data in a way that is specific to the functions and 

medical aspects of the branches. Many existing methods for distributed 

databases have been considered and the suitability of some of them for 

medical documents has been noted. 

Keywords: 

Distributed databases, fragmentation, 

replication, database conflicts, database 

synchronization 

 

 

1. Introduction 

The geographical location of medical institutions affects the structure of the databases they 

use [1]. As is known, branches of medical institutions differ from each other in terms of 

functionality. Thus, the equipment or laboratory analysis technique system available in branch X 

of a medical institution may not be available in its other branches. This leads to differences in the 

types of documents produced in each of them and necessitates the organization of the database 

content between branches in accordance with their functionality. On the other hand, in order to 

ensure the organization of each branch's own databases, it is also proposed to ensure their 

geographical organization. Thus, when a patient who applies to a branch applies to that branch 

for the second time, if the query for his previous information is made not from the center, but 

from the database of the branch where he is currently located, then the query result can be 

obtained faster [2]. On the other hand, collecting existing databases in one center and creating 

replication is considered an important factor in ensuring that it becomes a more sustainable 

system [3]. In such a case, it is more appropriate to create a database system where each branch 

has its own database, as well as a replication (copy) of the databases in each other branch in a 

single center (Figure 1). 

                                                 
*Mammadzada Nargiz. 

E-mail addresses: mammadzada.nargizw@gmail.com  

https://doi.org/10.30546/09090.2025.01.2027


Architecture and Model of a Special-Purpose Electronic Document Management System with a Distributed Structure 

121 

In distributed databases, data can be distributed geographically or functionally [4]. A 

distributed database system is a network of databases where data is stored in multiple physical 

or logical locations [5]. In general, when a query is received by the system, the response is 

generated across all databases or by routing it to specific databases depending on the type of 

query [4]. Database distribution allows for faster query execution and better error recovery by 

distributing large amounts of data across multiple physical databases [2,6]. 

 

Figure 1. Organization of special-purpose distributed databases 

There are two main concepts in distributed database management: 

-Replication process 

In this method, the data available in each database is copied to two or more different 

databases. If all the available data is copied to all databases, it is called a fully replicated system. 

Data replication is a method that increases the durability and consistency of databases. Database 

consistency is the fact that when users access any database node in the system, the same query 

produces the same result on each node. At the same time, replication is an effective factor in 

ensuring the security of databases. Thus, data deleted or lost in one database can be restored 

through other replications. The replication process ensures that data is constantly synchronized 

and copied with other databases [6]. 

Advantages: 

-  Minimizes loss by increasing overall data availability. 

-  It causes queries to be answered faster in the system, as queries are executed in parallel in 

distributed databases compared to a central database , so they are answered faster. 

-   When users send requests to different databases, the system becomes more resilient, as lost 

data is resynchronized and restored through other databases. 

-   It speeds up the process of reading from databases, as the request entering the system is 

redirected to the nearest node, minimizing network delays. 

Disadvantages: 

-   The data in the databases must be constantly synchronized and updated, which increases 

the traffic load of the databases. 
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-   Any changes made to any database node must be made to other databases as well, otherwise 

inconsistencies may arise between databases. 

-  Updating data causes delays, as each change is executed taking into account other databases. 

-  If the synchronization process is not performed correctly, inconsistencies arise between 

databases. 

- Fragmentation process: 

In this method, data fragments are distributed across different databases. When these 

fragments are combined, the original whole data is obtained again. Since the data is simply 

distributed in the fragmentation process, there is no consistency problem between them. 

Advantages: 

-  It increases the productivity and performance of the system by allowing the parallel execution 

of multiple queries (especially for queries related to different fragments) [7]. 

-  Storing the data that each center uses most frequently in databases located in close 

geographical locations leads to more efficient searches[2,4]. 

-  Ensures that databases are more secure. As a result, if one node is attacked by hackers, not all 

of the data can be accessed, which ensures that the data is more secure overall [7]. 

Disadvantages: 

-  Distributing data across multiple databases and making queries on them more complex. 

- The performance of applications depends on the speed of the network connecting the 

databases. 

- Complexity of query optimization 

The fragmentation process is divided into two parts in terms of the distribution of elements: 

Horizontal fragmentation and vertical fragmentation. Horizontal fragmentation is basically 

the division of tables used in databases into rows and storing them in different databases (Figure 

2). Vertical fragmentation is the process of dividing tables used in databases into columns or 

managing each table by storing it in a different database (Figure 3). To improve the performance 

of databases for enterprises, a hybrid distributed database structure is often used. Since both 

replication and fragmentation processes are used in databases, it allows ensuring the durability, 

consistency, and security of databases. 

2. Building distributed databases for medical records 

Databases for medical document databases should be structured as follows: 

-   The data generated in each branch should be stored in its own database. Thus, the data of 

those who apply to the branch is stored in the database of that branch and the results of the 

existing functions in each branch are stored in the database of that branch. This ensures both 

geographical and functional division of the databases. 

-  The data generated in each branch is also transmitted to the central database and copied 

there. The central database can be one or more than one. This structure makes the databases 

more secure by ensuring that they are more resistant to loss. 
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-  During a search in one branch, information not available in the current database is generally 

queried through other branches or through the central database. 

 

Figure 2. Database replication with horizontal distribution: how data within a table is distributed                                                 

row by row and replicated at a central node 

 

Figure 3. Database replication with vertical distribution: distribution of tables created in each node                                  

according to their functions across nodes and replication at the central node 

3. Current methods used in database replication 

The main issue in the replication process is the correct management of copying information 

generated in one database to other databases. Since a small error that may occur in the 

organization of work can lead to a violation of consistency between databases or a loss. There are 

two types of approaches to solving this problem: 

1. Master-Slave approach or leader replication: Here, synchronization occurs by 

transmitting every change made on the master to the slave database(Figure 4). In this method, 

write operations are mostly performed on the master ,while read processes are performed from 

the slave databases [8]. 

2. Another replication management approach is leaderless replication, where each database 

is considered a master, where each database can perform read and write operations, and where 

each database communicates with other databases to ensure consistency among themselves[6,9]. 
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Figure 4. Master-Slave structured replication control method[11] 

Both approaches have their own advantages and disadvantages: 

Advantages of led replication: 

1. Centralized management: The replication process is managed from a single center, which 

ensures easy management of requests and authorization processes. 

2. Consistency: Leader-based replication is a very powerful method for ensuring 

consistency between databases, and in such systems, consistency is guaranteed to be high. Here, 

writes made to the leader are propagated to its followers, ensuring that all followers share the 

same data as the leader. 

3. Simplicity: Configuration and management in leader-based replication are simpler than 

in the leaderless approach. 

Advantages of leaderless replication: 

1. High availability: In this method, since each of the system's databases participates in both 

write and read processes, the system's durability is significantly higher. Thus, in leader-managed 

replications, if the leader database fails, the system stops writing operations until another leader 

is elected. 

2. High durability of database writes. In leaderless replication, the write process is more 

durable because it can be performed on any node in the system[9]. 

3. Load distribution: Through replication, data can be distributed to different geographical 

locations, so that requests to the system can be made over nearby locations, which supports 

increased performance[9]. 

There are many methods created to date for both approaches: 

Several algorithms are used for data replication in distributed databases, and the choice of 

algorithm depends on factors such as consistency requirements, network conditions, and specific 

characteristics of the distributed system. Commonly used replication algorithms are as follows: 
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Primitive n -type replication: 

In this approach, one node is designated as the primary node and the others are backup 

nodes. All write operations go to the primary node and the changes are then replicated to the 

backup nodes [8]. 

Voting-based Replication: 

In this method, data written to one or more replicas is voted on among them to be replicated 

to other nodes. If there are n replicas, then data accepted by at least n/2+1 majority votes is 

written to the databases, achieving consistency[6]. 

Version vectors: 

A version vector helps to know the versions of data stored in distributed databases and to 

track replication and consistency between them with these vectors. Along with consistency, it 

also helps to detect conflicts that may occur in the system[10]. 

Anti-Entropy Protocol: 

This protocol performs periodic comparison and reconciliation of data between replicas to 

ensure consistency[6,11]. 

CRDTs (Conflict-Free Replication Data Structures): 

CRDTs are data structures designed to be replicated across distributed nodes without the 

need for a centralized coordinator[12]. 

They ensure consistency by allowing simultaneous updates without conflicts. 

4. Algorithm for managing replications in special-purpose databases 

In the proposed model that ensures the distribution of medical documents between 

branches, the database located in each branch not only stores its own data, but also synchronizes 

with the central database, preventing data loss. In this system, the writing and reading process 

can be performed in each database. And this makes the system compatible with the leaderless 

replication model, despite the fact that it is synchronized with the central server. Here, a vector of 

versions that are interconnected with each other is used to manage replications. 

Unlike special-purpose databases, let's initially look at the transaction version-based replica-

tion management method for managing n number of replications. Let's assume that each of the n 

number of databases performs the write process separately. Here, after each write operation, the 

changes must be synchronized with other databases. For the synchronization process, initially, 

each write transaction query rows (sql queries) are added to a table called “Transactions” in each 

database. The structure of the Transactions table reflects whether the rows are transactions and 

the columns are whether those transactions have been executed in n number of databases. And 

initially, all cells have the value 0. In whichever database the query is executed, the value 1 is 

written to the cell located at the intersection of the row and column corresponding to the query 

and that database in that table. If a database is down (down) and then restored (up), it takes the 

data in this Transactions table from other databases and combines them and executes them in the 

appropriate sequence on the current node. The advantage of this method is that the databases 

simply check the transaction tables in all databases with each other, which does not check 

whether all the data in each database is synchronized or not (as in the Snapshot method), which 

helps to perform the synchronization process more easily . Another issue in managing 

replications is the conflicts that may arise between them. Thus, when writing to the same data on 
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two or more database nodes, conflicts arise between the values of the same data between these 

nodes, which leads to the problem of which data should be taken as the basis during 

synchronization. For managing replications, it is necessary to compare the synchronization status 

of transactions in the databases and to compare the versions of the changed data. Let's take a 

closer look at the above method: 

Let's imagine that there are 4 replication databases in the system. A Tr1 transaction is entered 

for a write operation to database 1. In this case, this transaction is initially added to the 

transaction table of the current database and, as soon as the transaction is executed here, it is 

assigned to the cell 1 located at the intersection of Db1 and Tr1 in that table (where Dbn represents 

the database on node 1). Then, a synchronization request is sent from this database to other 

databases. If each of the remaining 3 databases is up, this Transaction is added to their tables 

and, as soon as it is executed there, it is assigned to the corresponding cell 1 in that table. During 

the execution process of 1 in each database, information about this is sent to other databases, and 

in each sent database, to reflect the execution of this Transaction in other databases, this 

transaction is assigned to the corresponding cell 1 in the Transaction table according to the 

database execution. And finally, whichever database executed the query last, after all databases 

have executed this query, this transaction row is deleted from all tables. Thus, only queries for 

which the synchronization process has not been completed remain in this transaction table. 

 

a) The state of the databases before synchronization 

 

b) State of databases after synchronization 

Figure 5. Description of the method of leaderless management of replications in a distributed database 

Database 1 Database 2

Db1 Db2 Db3 Db4 Db1 Db2 Db3 Db4

Tr1 1 0 1 0 Tr1

Tr2 1 0 0 0 Tr2

Tr3 Tr3

Tr… Tr…

Trn Trn

Database 3 Database 4

Db1 Db2 Db3 Db4 Db1 Db2 Db3 Db4

Tr1 1 0 1 0 Tr1

Tr2 Tr2

Tr3 Tr3

Tr… Tr…

Trn Trn

Database 1 Database 2

Db1 Db2 Db3 Db4 Db1 Db2 Db3 Db4

Tr1 1 1 1 1 Tr1 1 1 1 1

Tr2 1 1 1 1 Tr2 1 1 1 1

Tr3 Tr3

Tr… Tr…

Trn Trn

Database 3 Database 4

Db1 Db2 Db3 Db4 Db1 Db2 Db3 Db4

Tr1 1 1 1 1 Tr1 1 1 1 1

Tr2 1 1 1 1 Tr2 1 1 1 1

Tr3 Tr3

Tr… Tr…

Trn Trn
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Let's say Db2 and Db4 are down. A transaction enters Db1 and is sent to the others for synch-

ronization. In this case, the values in the Transaction table in Db1 and Db3 will be Tr1{1,0,1,0}, 

respectively. Then, when Db4 becomes down, another Tr2 transaction enters the system. In this 

case, the only up database Db1 will have Tr1{1,0,1,0} , Tr2{1,0,0,0} . Then, as soon as each down 

database becomes up, it synchronizes the Trs from all other databases to its Transaction table 

and, as each one is executed, it sends information about this to the other up databases as well as 

its own database. And thus, the databases synchronize with each other and after 

synchronization, the values corresponding to the transactions in each database take the status 

Tr1{1,1,1,1} , Tr2{1,1,1,1} . The worst case scenario that can occur in the transaction response 

process is that all down databases are up while other up databases are down. Then, when the 

databases are up, there is a problem of confusion about which transaction is executed in which 

sequence. To prevent this, the initial execution date for each transaction in the Transactions table 

(the date that reflects the first execution of the transaction in any of the databases) is recorded in 

front of each transaction in the Transactions table. When this situation arises, the transaction 

dates are executed sequentially, and consistency and correct sequence will be preserved. Another 

issue in the replication synchronization process is conflict management. If two databases 

perform a write operation on the same data at the same time, then during synchronization, there 

is confusion about which data will be taken as the basis and which will be copied to the others. In 

this case, this issue is solved to some extent with the execution date of the transactions. In this 

method, the execution date of the transactions on the same data is selected as the basis and 

synchronized with other databases. In the transaction table, if all values for each transaction are 

1, then the information about the execution of that transaction is deleted from the transaction 

table in the database of each node. This process is checked in the database of the last 

synchronized node and sends information about the deletion to other databases. The advantage 

of this method is that the system is more durable, so even if only 1 of the n databases responds to 

the server, the system can continue to work. An example of the implementation of these 

processes is illustrated in Figure 5. 

It was noted that in the database structure shown above for special-purpose databases, 

replications are performed only on the central database. Although the proposed synchronization 

process was considered for n number of databases , this method can also be easily applied to 

databases without a leader and replicated only on a central server. 

5. Conflict management solutions in organizing leaderless replications 

One of the main problems in managing leaderless replication is the occurrence of conflicts. 

Thus, if two different nodes perform operations on the same data at the same time, or if two 

different nodes make changes to the same data during a period of time when the connection 

with each other is lost, two different versions of the same data will exist when the connection is 

restored. Various methods have been implemented to prevent such situations to date. 

If an internet connection is restored on a node that has lost connection to other nodes, the 

following methods are available to balance the difference between them: 

1. Last Write Wins: This method provides authentication between nodes by providing a 

timestamp for each transaction that occurs, determining which transaction came last. 

2. Conflict-free Replicated Data Types: A CRDT is a data structure that can successfully 

merge update operations. 
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3. Manual intervention: In some cases, conflicts between databases can be resolved by 

manually intervening by analyzing the error that occurred. 

With the help of these methods, databases can be identified and consistency between them 

can be ensured. 

In databases intended for medical documents, the use of time stamps is considered 

appropriate for resolving conflicts. Thus, during the execution of each transaction in each node, 

the IDs of the affected objects are collected in a table using triggers and stored in the nodes. Later, 

when the nodes exchange information about the transactions, the time stamp reflecting the 

transaction and the execution time of the transaction and the ID of the affected object are 

compared. To ensure the accuracy of the time stamp, each node must use online international 

time indicators and the time indicators must be synchronized at certain time intervals when 

there is an Internet connection. If two separate nodes make changes to an object with the same ID 

without informing each other, the first or the last one among them is selected and sent to all 

nodes, and the transaction that is not selected is rolled back on the node where it was executed. 

The algorithmic sequence of this process is as follows: 

For simplicity, let's look at the synchronization process between two nodes, A and B: 

1. Both nodes that are disconnected from each other retain the transactions executed on 

them until the synchronization process. ∑ 𝑇𝑟𝑖
𝐴and ∑ 𝑇𝑟𝑗

𝐵 

2. Between them is restored, the transactions in them are combined with hash-structured 

sets of object IDs: 𝑇𝑟𝑐𝑜𝑛𝑓𝑙𝑖𝑐𝑡𝑠
 = 𝐻𝑎𝑠ℎ𝑆𝑒𝑡𝑏𝑦 𝑂𝑏𝑗𝑒𝑐𝑡 𝐼𝐷(∑ 𝑇𝑟𝑖

𝐴+∑ 𝑇𝑟𝑗
𝐵) 

3. 𝑇𝑟𝑐𝑜𝑛𝑓𝑙𝑖𝑐𝑡𝑠
 The timestamp for each object is selected for each of the initial incoming 

requests, and the rollback process is performed on the database where the other request was 

executed, and the newly selected execution request is executed on all nodes. 

As a result, existing methods for managing the load of distributed structured special-

purpose databases, both fragmentation and functional and geographical distribution of data 

between databases, as well as organizing their replication to increase the durability of databases, 

were reviewed, and appropriate methodologies and algorithms were developed for such special-

purpose databases. 

Conclusion: 

The article examines the advantages of organizing databases in a distributed manner for 

medical documents, and develops their structure in a manner appropriate to the purpose. The 

methods used for replication, fragmentation, and conflict resolution of databases, which are the 

main issues for distributed databases, are examined and developed in a manner appropriate for 

medical documents. The structures formed aim to increase system performance, increase file 

availability, and increase system security by minimizing losses. 
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Invisible watermarking has become a vital technique in digital image security, 

allowing hidden data to be embedded without affecting visual quality. This 

study addresses the challenge of maintaining watermark imperceptibility while 

resisting common image distortions. The goal of this research is to assess the 

effectiveness of a hybrid watermarking method that combines Discrete Cosine 

Transform (DCT) and Discrete Wavelet Transform (DWT). In the proposed 

approach, the watermark is embedded in the DCT coefficients of the low-frequ-

ency DWT sub-band. Experiments were conducted in both RGB and YCbCr 

color spaces, with varying strength factors (alpha). The method demonstrated 

high imperceptibility, with SSIM values above 0.998, but limited robustness 

against JPEG compression, Gaussian blur, and noise. These findings highlight 

the need for more resilient hybrid methods 
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12. Introduction 

Digital watermarking is a crucial technology in multimedia security, enabling copyright 

protection, authentication, and content tracking [1]. Invisible watermarking methods embed 

information into digital media such that it is imperceptible to the human eye but can be retrieved 

algorithmically. Transform-domain techniques, such as DCT and DWT, are widely used for their 

robustness and frequency localization properties. 

In this paper, we investigate a combined DCT-DWT approach for invisible watermark 

embedding and evaluate its quality and robustness under standard image attacks. 

13. Related Work 

2.1 Discrete Cosine Transform (DCT) 

The Discrete Cosine Transform (DCT) expresses a finite sequence of data points as a sum of 

cosine functions oscillating at different frequencies. It is widely used in image compression and 

watermarking because it concentrates most of the signal energy into a few low-frequency 

components. The 2D DCT for an image block is defined as [2]:  

𝐶(𝑢, 𝑣) =
1

4
𝛼(𝑢)𝛼(𝑣) ∑ ∑ 𝑓(𝑥, 𝑦)𝑐𝑜𝑠 [

(2𝑥+1)𝑢𝜋

2𝑁
]𝑁−1

𝑦=0
𝑁−1
𝑥=0 𝑐𝑜𝑠 [

(2𝑦+1)𝑣𝜋

2𝑁
]   

Where  𝛼(𝑢) = {
1

√2
, 𝑢 = 0

1, 𝑢 > 0
 

and 𝑓(𝑥, 𝑦) is the pixel intensity at position (𝑥, 𝑦).    
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2.2 Discrete Wavelet Transform (DWT) 

 DWT provides a time-frequency representation of the signal by decomposing the image 

into sub-bands of different frequency resolutions. A single-level 2D DWT decomposes an image 

into four sub-bands: LL (approximation), LH (horizontal), HL (vertical), and HH (diagonal). The 

LL sub-band contains the most significant information and is commonly used for embedding 

watermarks. The inverse DWT reconstructs the image using these sub-bands [3]. 

2.3 Common Image Attacks 

 Watermarked images are subject to various distortions in real-world scenarios. JPEG 

compression introduces quantization errors, Gaussian blur reduces sharpness, and Gaussian 

noise adds pixel-level distortions. A robust watermarking technique must withstand these 

attacks while maintaining watermark recoverability [4]. 

14. Research Methodology 

 We implemented a DCT-DWT-based invisible watermarking framework in Python using 

OpenCV and PyWavelets. The original image is first decomposed using a single-level Haar 

DWT. The LL sub-band is then transformed using DCT, and the watermark is added to the DCT 

coefficients using an embedding strength factor (alpha). The inverse DCT and inverse DWT 

reconstruct the watermarked image. This process was applied in both RGB and YCbCr color 

spaces, with a special focus on the Y channel in the latter for better perceptual embedding. 

 To evaluate quality, we used PSNR, SSIM [5] , and MSE between original and watermarked 

images. For robustness, we extracted the watermark after applying JPEG compression, Gaussian 

blur, and Gaussian noise, and evaluated similarity to the original watermark. 

15. Experimental Results 

 The original image used in this experiment is a photograph of a decorative architectural 

structure located in a vibrant urban setting. This image was chosen for its rich color distribution, 

sharp edges, and varied texture regions, which make it an ideal candidate for evaluating the 

imperceptibility of watermarking methods. The watermark is a centered, minimalistic 

photography logo with a monochromatic color palette and a combination of serif and 

handwritten fonts, accompanied by a vintage camera icon. Its clean design and high contrast 

allow effective embedding and clearer visual assessment upon extraction. The watermark was 

embedded using the DCT-DWT technique at an alpha value of 0.1 to demonstrate the method's 

visual transparency. Figure 1 presents the original image, the corresponding watermarked 

image, and the extracted watermark before any attack. 

 

Fig. 1. Original image, the corresponding watermarked image, and the extracted watermark before any attack 
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 Before diving into attack resilience, it is important to first assess the baseline image quality 

after watermark embedding. The following tables present SSIM, PSNR, and MSE values 

comparing the original and watermarked images at different alpha values. These metrics 

confirm that the watermarking process introduces minimal visual distortion, providing a solid 

foundation for further analysis under attack conditions 
 

Table 1. Image Quality Evaluation (Original vs Watermarked) 

Alpha = 0.1 

Metric Value 

SSIM (avg over R,G,B) 0.9985 

PSNR(db) 49.92 

MSE 0.66 

 

Alpha=0.3 

 

Metric Value 

SSIM (avg over R,G,B) 0.9983 

PSNR(db) 50.21 

MSE 0.62 

 

Alpha=0.5 

 

Metric Value 

SSIM (avg over R,G,B) 0.9982 

PSNR(db) 50.38 

MSE 0.60 

 

 The quality evaluation results presented in this section demonstrate that the proposed DCT-

DWT watermarking method maintains a high level of imperceptibility. For all tested alpha 

values (0.1, 0.3, and 0.5), the SSIM values remain above 0.998, indicating nearly perfect structural 

similarity between the original and watermarked images. Additionally, PSNR values exceed 49 

dB, which reflects excellent preservation of visual quality, as values above 40 dB are generally 

considered imperceptible to the human eye. The corresponding MSE values are all below 1, 

further confirming minimal pixel-level distortion introduced during embedding. These metrics 

collectively validate the effectiveness of the method in preserving image quality, which is critical 

for practical watermarking applications 

 Figure 2 shows a visual summary of the SSIM, PSNR, and MSE values for the extracted 

watermark after applying JPEG compression, Gaussian blur, and Gaussian noise across different 

alpha values. The results clearly illustrate that although the watermark is successfully embedded 

with minimal impact on the original image, its robustness against attacks remains limited. The 

SSIM values remain extremely low across all scenarios, indicating a significant degradation of 

structural similarity post-attack. Similarly, PSNR values are consistently below 5 dB, suggesting 

severe loss in signal fidelity. These visual metrics confirm the vulnerability of the DCT-DWT 

watermarking method to common image distortions and highlight the need for enhanced 

strategies in future work. 
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Fig.2. Summary of the SSIM, PSNR, and MSE values for the extracted watermark                                                                                

after applying JPEG compression, Gaussian blur, and Gaussian noise 

 

5.Conclusion 

 The DCT-DWT watermarking method provides excellent invisibility but shows weak 

robustness under common attacks. Future work should explore hybrid methods such as DWT-

SVD, block-based redundancy, or error-correction techniques to improve resilience. 

Additionally, CNN-based classifiers can be integrated to detect and adaptively adjust 

embedding strategies depending on content and predicted attack vulnerability 
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